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OVERALL SETUP

ÅThe network consisted of:

ÅThree routers

ÅOne wireless access point

ÅOne switch with two VLANs

ÅTwo laptops

ÅOne desktop device

ÅOne Raspberry Pi



ROUTERS: UBIQUITI EDGEROUTER 3 LITE

ÅRouter 0

ÅOne WAN and one 

LAN

ÅWAN on Port Eth0, 

with an address of 

172.16.1.2/30

ÅLAN on Port Eth1, 

with an address of 

10.1.1.1/29

ÅLAN acts as the 

default gateway for 

the wireless network

ÅRouter 2
Å One LAN, one 

WAN, two VLANs

Å LAN on Port Eth1 

with an address of 

192.168.1.1/29

Å WAN on Port Eth0 

with an address of 

172.16.3.2/30

Å VLAN 10 on Port 

Eth1.10, with an 

address of 

192.168.10.1

Å VLAN 20 on Port 

Eth1.20, with an 

address of 

192.168.20.1

ÅRouter 1
Å Two WANs

Å Port Eth1 

configured with an 

address of 

172.16.1.1/30

Å Port Eth2 

configured with an 

address of 

172.16.3.1/30



VIDEO: ROUTER SETUP VIA WEB INTERFACE



ACCESS POINT: TP-LINK TL-WR940N WIRELESS 
ROUTER

ÅConfigured with address 10.1.1.6

ÅComes standard as a wireless router

ÅSet up to act as an access point to create a wireless network



SWITCH: NETGEARSMART MANAGED 8-PORT 
SWITCH

ÅConfigured with address 192.168.1.2/29

ÅOriginal intent was to assign each VLAN an IP

ÅChanged since the Switch required an IP address for the device

ÅVLAN 10 placed on port 1

ÅVLAN 20 placed on port 2

ÅPort 5 acted as the trunk port



LAPTOPS

ÅAcer Laptop

ÅWindows 11 OS

ÅProvided initial 

configurations and 

acted as a general-

purpose device

ÅAssigned an IP 

address of 10.1.1.2

ÅHP Laptop
Å Parrot OS

Å Primary pentestingand 

exploit device

Å Assigned an IP address of 

10.1.1.5



BEELINKDESKTOP: BEELINKT4 PRO MINI PC

ÅKali Linux OS

ÅOriginally served as an extra FTP server

ÅChanged to being a secondary pentestingand exploit computer

ÅAssigned an address of 192.168.10.3 on VLAN 10



RASPBERRY PI

ÅRaspbian OS with an OpenMediaVaultfront-end

ÅActed as the storage server to the network running FTP

ÅAssigned an address of 192.168.20.3 on VLAN 20



OPENMEDIAVAULTVIDEO


