




TOWARD NON-NEUTRAL FIRST PRINCIPLES OF PRIVATE LAW

some of the representative new technological uses would include
(1) the new crowd of cyberspace resource providers (for their
advertisers or for other invited or uninvited, value-adding or free
riding, expected or unexpected, predators or guides engaged in
searching and retrieving, displaying and listing resources by way
of terms that incorporate trademarked expressions), (2) the
inventors, developers, distributors and financers of the new
machines that deliver users to the new technological places within
the code world-the metaverse, the virtual worlds, cypherspace
and cyberspace proper-for the conduct of their pirates, spoilers,
hackers, encrypted code makers and encryption code breakers, and
curious users, and (3) such "ordinary" intermediaries as payment
system participants, credit card, debit card, commercial electronic
funds transfer agents and other "enablers" (for their merchant-
customers, and perhaps for their consumer-customers). Many
others could be listed. In addition, those members of the general
public who use these resources constitute an interest that must be
considered.

C. "Neutral Principles " and Their Limitations

We might assume that neutral principles can (just barely) tell
the difference between and among the secondary liability potential
of the ordinary, existing dram shops and others, and that they can
handle yesterday's intellectual property cases. As a result of
Shapiro's landscape of expanded-for-copyright respondeat
superior type of secondary liability in copyright cases, 56a right
and ability of one "to supervise" another replaces the genuine
agency-based requirements of a master/servant (or
employer/employee) relationship in which the other (the master)
has a right to direct the actor (the servant), with the full
master/servant level of control over the manner in which the actor
does its work. Moreover, "an obvious and direct financial interest"
by the other in the exploitation of the copyrighted materials by the
actor supplements the more basic agency law requirement that the
actor (the agent) must act "on behalf of' the other (the principal).
This, in turn, led to a rational basis for conceptualizing some
situations as "landlord-tenant cases" in which there is, generally,
no vicarious liability, and for distinguishing them from

156. Seesupraat 71.
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conceptualized "dance hall cases" in which there is vicarious
liability imposed upon another person for copyright infringement
by an actor.

The 'landlord-tenant cases' or 'straight lease' cases generally
result in no vicarious copyright infringement liability. 5 7 The
general result follows when an actual or conceptual landlord leases
to a tenant at a fixed rental and the tenant engages in copyright
infringing activities. If the landlord is without knowledge (thereby
avoiding contributory infringement and inducement-style
infringement), exercises no supervision, charges a fixed rental and
receives no other benefit from the actor's infringement nor
contributes to it, then the landlord is not liable. An opposite result
follows when the rental is pegged to the infringing activity, such
that the landlord now has an "obvious and direct" financial interest
in the infringing conduct of the actor and which, when coupled
with a right to control (as is contained in many if not all leases),
would lead to secondary liability under the expanded-for-
copyright style of vicarious liability.

The 'dance hall' cases generally result in vicarious liability
for copyright infringement. 5 The actual or conceptual dance hall
proprietor is liable for the infringement of copyright resulting from
the unauthorized performance of a musical composition by a band
or orchestra whose activities provide the proprietor with a source
of customers and enhanced income. Going further than genuine
respondeat superior permits, the dance hall proprietor is liable
regardless whether the bandleader is considered, as a technical
matter, an employee or an independent contractor, and regardless
whether or not the proprietor has any knowledge of the
compositions to be played or has any control over their selection.

When transposed or translated into the code world and into
new technological uses, those same neutral principles seem
increasingly inapt (if not clueless) in distinguishing among any of
those same categories, much less able to distinguish pirates
(predators) from hitchhikers (surfers), hitchhikers' guides (value
added-resource providers) and ordinary users who are just passing
through or trying to do something useful or pleasant while there.'

157. See Sony, 464 U.S. at 438.
158. Seeid.
159. See Folsom, supra note 3 at 861.
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It may be time to abandon the search for neutral principles (at
least in private law having common law roots and where there is
no Constitutional law dimension) and to begin a serious search for
non-neutral (but fairly applied) principles of private law suitable
to rational imposition of secondary liability for new technological
uses. The desired non-neutral principles would be ones that can be
applied fairly because they would be predictable, practical and
clearly adapted to an articulated public policy (which policy
might, optimally, be designed to coincide with the common public
interest in NTUs in the code world). It is time to see what NTUs
can teach, and this Article uses the example of the code world to
show that a law purposely designed for NTUs is a law that might
serve as a model in ordinary space.

D. The Specter of Spectacular Error

The specter of spectacular error comes from the twin
problem, which is exemplified in the most perplexing cases
involving secondary liability for new technological uses-these
are the cases in which it is not entirely clear what the direct
liability case consists in, compounded by the fact it is not entirely
clear whether (and if so why, exactly) it might be "just" to hold
someone else liable.

If that someone else happens to be the provider of the search
engine which enables, at least according to present business
models, the broad, open, accessible, navigable and generally
trustworthy use of the Internet (services provided by a person such
as, say, Google, Inc.), and if the secondary liability is
unconstrained, if it amounts to some sort of phantom or hostage-
style secondary liability imposed accidentally or at random rather
than pursuant to any conscious, deliberate and thoughtful policy-
style of secondary liability, the results might be worse than the
ordinary run of the mill faults in the law. 160 Ordinary and
occasional faults, like certain other risks, can be designed around.
However, other juridical faults begin to approach systemic risk,
which cannot be accounted for or avoided. It is here that the
potential for catastrophic or spectacular error is manifest.

160. It might be just as spectacular an error to create legal-architectural barriers that will
impose burdens so high that only Google can bear the weight, and so to entrench Google as the sole
provider. See supra note 12.
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III. DESIGNING SECONDARY LIABILITY RULES FOR NTUs

A. Trigger Words, Indexes, and Search Engines

A first problem is invisible and attenuated conduct that
employs trademarked expressions as markers, triggers, magnets,
roadblocks or detours to function in ways not entirely like
"trademarks" in ordinary space. These new technological uses
raise problems in the first degree: do they create direct liability in
anyone? They also raise problems in the second degree: is there
someone else of whom it can be said it would be "just" to hold
them responsible for the conduct of another?

One solution to this problem is to design and employ an
explicit "nature and place of use" factor both generally applied,
and as specially developed for particular applications.' Another
solution is more carefully to apply existing principles in an
analytically tight manner: this would involve making an explicit
acknowledgement of the taxonomy of secondary liability
categories and subcategories, and then explicitly incorporating the
limits already existing in the general common law from which the
categories have been taken.16Another solution would be to focus

161. Folsom, supra note 3 at 825; Thomas C. Folsom, Missing the Mark in Cyberspace:
Misapplying Trademark Law to Invisible and Attenuated Uses, 33 RUTGERS COMP. & TECH. L.J.
137 (2007), and Thomas C. Folsom, Defining Cyberspace (Finding Real Virtue in the Place of
Virtual Reality), 9 TUL. J. TECH. & INTELL. PROP. 75 (2007).

162. It is certainly a truism to note, as did Mr. Justice Holmes in Kalem, see supra note 18, that
secondary liability for copyright infringement is predicated "on principles recognized in every part
of the law" but this becomes a troublesome half-truth if not immediately qualified by the balancing
truism that such liability is limited, hedged and carefully circumscribed in every other part of the
law, see supra note 40. There can be no "careful" application of any principle of secondary liability
absent a healthy recognition of its limitations.

Moreover, merely pointing out that there are some principles of law "everywhere" does
not dispose of much other than the most obvious case, perhaps like Kalem itself. It is also necessary
to specify those principles and to keep them separate insofar as they are different, without which, as
in the case of the legendary (or apocryphal) trial judge who announced that he was prepared to
award the plaintiff a patent on its trademark, someone might set out to find a defendant vicariously
secondarily liable for contributorily inducing respondeat superior dance hall liability for policy
purposes. Starting with one legal category and ending up with several others while incidentally
mixing genus and species, all in the same sentence is -if not making a list or making a joke-a
recipe for bad law because it obscures the reason for the result and blurs both the factual and policy
implications. Having a carefully defined taxonomy of secondary liability rules, as outlined in
Section I.A. of this Article is a good starting point for more careful application of the existing
principles of secondary liability.

During the symposium discussions at which an earlier version of this Article was on the
table, I took the position that each of the various categories (at least each of the existing fault-based,
relationship-based, and consent-based categories) has a part to play, because each exists for an
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on non-neutral principles of secondary liability, as will be outlined
in section IV.

B. Virtual Worlds, Virtual Money, and Funds Transfers

A characteristic of many places within the code world is free
association in consensual or contractarian-based places, which are
more or less open to abuse, control, or misuse. Contract law has
some limits in figuring direct liability and in secondary liability,
(there are problems in figuring who might be an intended
beneficiary, and in figuring rights of exoneration, subrogation and
restitution). Once money, virtual money and payment systems
enter the equation, and once other more or less remote providers
and enablers enter the scene, the problems become more urgent.
Far from being a harmless diversion of a mind given to puzzle-
solving, high level encryption and decryption methods transmitted
in violation of copyright or other laws might result in
compromises to wire transfers, banking and other (sad to say)
almost routine identity theft. If there is direct liability, it is hard to
resist noticing that there is a plausible case for secondary liability
involving very substantial potential damages.

Exactly as said in section III.A., one solution is more
carefully to apply existing principles in an analytically tight
manner: this would involve making an explicit acknowledgement
of the taxonomy of secondary liability categories and
subcategories, and then explicitly incorporating the limits already
existing in the general common law from which the categories
have been taken.' 63 Another solution is to provide anti-code
breaking, and positive encouragement to designed architectures in
the code world that can provide something like a rule of law to the
metaverse, to virtual worlds, cypherspace and cyberspace proper

intelligible reason, and together they give reasonable content to the inquiry into the conditions under
which it is "just" to hold one person accountable for the offending conduct of another actor. On
further thought, it seems it would be worthwhile to reconsider the analytical and normative sense of
the various categories-perhaps some of them are unstable or unreliable. But that would have to
await another Article. In the meantime, it still seems fair to say not only that a more careful
application of the existing categories should be the goal of judges and fuir-minded litigants and
counselors, but also that there is an ultimate limitation in trying to resolve all of the problems in the
code world, cyberspace and new technological uses solely on the basis of "neutral" analysis of the
existing categories unguided by deliberate and explicit choices to favor some uses over others. See
infra note 172 (identifying problems with expansive secondary liability in cyberspace).

163. See supra note 162.

2009]

49

Folsom: Toward Non-Neutral First Principles of Private Law

Published by IdeaExchange@UAkron, 2009



AKRON INTELLECTUAL PROPERTY JOURNAL

while at the same time purposely designing secondary liability to
fit the new machines, requiring reasonable technological
accommodations to prevent misuse but not so burdening the new
machines as to make their developers hostages.

C. Cypherspace, New Machines, and Anti-Circumvention

Within certain other places in the code world a characteristic
problem is one of "measures and counter-measures" of encrypted
code-making, code-breaking, digital rights management, and anti-
circumvention. A creator of a new machine might want to design it
according to a particular architecture, but any limitations, ciphers
or machine-protection can usually be broken, hacked or
circumvented. 164 As already said, it might be fruitful to carefully
apply existing principles. Nevertheless, it might be necessary or
more suitable to find some way for the law to address direct
infringement, and secondary liability according to some designed
criteria to incentivize "qualified" new machines and to make it
more difficult to suppose that there is some right to defeat
designed safeguards.

IV. AFTERWARD: TOWARDS NON-NEUTRAL
PRINCIPLES IN PRIVATE LAW

A. Pirates and Guides, Preferring One to the Other

The approach of this Article forthrightly advocates explicit
consideration of the "nature and place" of any new technological
use within the code world or cyberspace. Consequently, this
approach favors value-added mappers, guides, hitchhikers, and
ordinary users over pirates. Of course, "pirates" is a term that can
be defined in a rule-specific form and applied to predators,
spoilers and wasters. The expression is, in this specified sense,
more than just a conclusion in search of an argument, but is a rule-
based term, appropriate for use by juridical agents. 165

164. Cf. generally STEVEN LEVY, CRYPTO How THE CODE REBELS BEAT THE GOVERNMENT-
SAVING PRIVACY IN THE DIGrrAL AGE (2001); HERBERT S. ZIM, CODES & SECRET WRITING
(authorized abridgment, 1948) (discussing techniques and problems, including serious public policy
issues, inherent in private code making and code breaking).

165. See supra note 14. The "pirate" in cyberspace is one who tampers with addresses or
magnets; plants deceptive address or magnets; or blocks or spoils addresses otherwise available in
cyberspace, thereby effectively denying access, making navigation difficult if not impossible,
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B. Non-Neutral Principles, Neutrally Applied

New technological uses put pressure on the law in many
particular contexts. Within the several places of the code world,
this Article proposes a division of new technological uses,
including: (1) an objective cyberspace proper (implicating trigger
words, full-text copying to create an index to a library in space,
and search engines), (2) the metaverse (implicating virtual worlds,
virtual money, and funds transfers), and (3) an underlying techno-
sphere of new machines or virtual machines (implicating code-
making, code-breaking, and anti-circumvention devices). There
are yet further places within the code world that can also be
divided for separate treatment.

This division of the code world will simplify, highlight and
clarify the real interests at stake and, therefore, will better illustrate
the problems. Solutions to secondary liability issues involving
NTUs in the code world may then be adapted to the different
problems implicated in each of the domains. These solutions are
not "neutral" principles but they are purposefully non-neutral
principles capable of neutral application in matters of private law,
according generally to common law doctrines already existing in
ordinary space but deliberately transformed for the "nature and
place of use" in the code world and cyberspace.

The principles are non-neutral because they are designed
purposely to choose among the different ways in which
cyberspace might be coded, and to select those that best support
the functional characteristics which make any particular domain
within cyberspace desirable to its users, and to sensible public
policy. Moreover, the principles are non-neutral because they seek
to distinguish pirates (predators) from valued adding resource

diverting information activity, taking advantage of the vulnerability of augmented presences, and
destroying trust. This sort of pirate bears little resemblance to the romantic, good at heart figures of
Captain Blood or Captain Reynolds. See RAFAEL SABATINI, CAPTAIN BLOOD: HIS ODYSSEY I

(Norman S. Berg 1977) (1922) (introducing the adventures of a medical doctor who finds himself
transformed into a gentleman pirate: "Peter Blood, bachelor of medicine and several other things
besides, smoked a pipe and tended the geraniums boxed on the sill of his window above Water Lane
in the town of Bridgewater"); SERENITY (Universal Pictures & Barry Mendel Productions 2005)
(recounting Captain Reynolds's good deed). And yet, even a "pirate" is not always engaged in his or
her occupation, and the flexible remedy of the new factor provides a way to make the policeman's
lot (and the judge's lot) a much more happy one, by fitting the remedy to the offense. Cf W.S.
GILBERT & ARTHUR SULLIVAN, PIRATES OF PENZANCE (1879) ("When a felon's not engaged in his

employment... or maturing his felonious little plans... his capacity for innocent enjoyment... is
just as great as any honest man's."). Folsom, supra note 3 at 889-90.
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providers (guides) and to discourage the one while encouraging
s- supporting the other. Likewise, the principles are non-neutral

because they seek to distinguish cyberspace actors who engage in
spoilage and waste (spoilers) and to prevent the law from
confusing them with value-adding resource providers and ordinary
users.

Precisely because the principles themselves are non-neutral,
but have an architectural design to them, it will become possible to
be neutral in their application because it will become possible to
figure out what reasonable good the principles are striving to
accomplish and to fashion and to identify relevant and concrete
facts that can be isolated ex ante in planning, ex post in litigating,
and at any time that judicial review is provided. At the very least,
the odds of predictable and practical neutral applications of the
admittedly non-neutral rules should be increased. The point of
such a system is to fairly and neutrally determine who is (or is not)
a pirate, spoiler, or predator, and who is a value adding guide.
These determinations can be made by a neutral application of rules
that are not indifferent between pirates and spoilers on the one
hand, and guides, users, and the public interest on the other hand.

C. Interim Design Solutions: Safe Harbors and Limited
Remedies

In the short term, we can propose that courts would be well
within their permissible roles of developing copyright, fair use,
trademark and related law, including unfair competition, if they
explicitly designed secondary liability rules with the deliberate
purpose of discerning and then advancing the public interest in the
code world, cyberspace and NTUs. More specifically, the courts
would be well within their permissible roles of (1) applying
remedies, especially the injunctive remedy, in a flexible and
limited manner, and consistently (in the case of injunctive
remedies) with the ordinary principles of equity including the
public interest, and (2) figuring out and mapping what, exactly, are
the contours of the (extra-statutory) secondary liability rules that
should apply in copyright and trademark cases.

We might expect the affected industries, if not congress or
some state legislature, to start with practical safe harbor rules.
These could be announced, established and followed as practical
standards. In addition, courts might purposely design certain
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firewalls into their developing rules, extending or contracting
direct liability in cyberspace so as to shield value-adding resource
providers from the outset, rather than exposing them to litigation
risk of phantom or hostage-style secondary liability during the
sometimes surprisingly lengthy period of time between the
crystallization of somewhat new forms of direct liability in
cyberspace or the code world and the working out, by statute or
otherwise, of the consequences on all of those who might be
secondarily liable.

A concrete suggestion for safe harbor rules can be derived
from the consent-based secondary liability model developed in
suretyship law, 166 and in contrast to the specter of hostage-style
liability. r 7 Using the example of the Tiffany case, 168 in which a
trademark proprietor (Tiffany) sought the enforced help of an
auction market owner (eBay), a court might consider something
like the two competing models:

Model A. eBay might announce that it will consent to monitor
and provide some negotiated level of support to trademark
proprietors against counterfeiters if: (1) the proprietors will
reasonably consult with eBay and identify the problem, (2) will
discuss the range of technologically reasonable accommodations
that eBay might be able to undertake (and the price and other costs
associated with each), (3) would agree to pay eBay for its
enforcement services, (4) would agree, as part of the reasonable
technological accommodation, to provide notice and an
opportunity to be heard, not only to the alleged counterfeiters, but
to certain identified public interest law firms or other entities who
might determine to assist the alleged counterfeiters in
demonstrating some fair use, nominative use, descriptive use (or
some "non-use") defense, and (5) would otherwise agree to
exonerate, reimburse, and to provide subrogation rights to eBay
insofar as eBay is acting on behalf of Tiffany.

Model B. Tiffany might announce that (1) it hasn't the ability
to enforce its own mark in the code world, and that it doesn't have
any likelihood of initiating a criminal trademark proceeding (or
that there is insufficient evidence for criminal investigators to
obtain an effective search warrant), but that (2) there exists an

166. See supra section I.A.2.c (discussing consent-based secondary liability in suretyship law).
167. See supra section LA.2.e (discussing hostage-style secondary liability).
168. See supra section l.C. & notes 151-155 (discussing Tiffany).
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almost inherent power within the code world itself to create a
highly regulated environment such that (3) eBay could or should
create an architecture by which eBay can more perfectly control
and more efficiently monitor and unilaterally prevent offending
conduct, and (4) upon penalty of hostage-style liability, eBay must
create and enforce the regulated environment entirely at its own
cost.

The two models are, perhaps, exaggerated. Even so, they help
to illustrate the point so compellingly made by Professor Lessig.
Model "A" tends towards a workable consent-based system of
secondary liability for new technological uses in cyberspace and
the code world. It could apply just as easily, with certain
adaptations, to trigger words, addresses, and targeted advertising
offenses involving trademarked expressions or involving other
spoiling and wasteful uses of markers in cyberspace, and it could
equally well apply to many other problems in the various other
places within the code world. In a similar manner, the distributor
of a new machine could offer to consult with intellectual property
rights proprietors or their trade associations, and could offer to
install reasonable technological accommodations, including
reasonable anti-circumvention measures that do not defeat
reasonable user access to the technology, and with the cost to be
shared by the proprietors of the intellectual property rights. Under
Model "A" the result of such an offer might be the tender of a
"qualified" new machine, or a "qualified" place within the code
world. A court faced with a complaint could, and should consider
developing a law of secondary liability for NTUs that is highly
sympathetic to qualified new machines and qualified places within
the code world.

A complementary version of Model A, initiated by an
intellectual property rights proprietor, can be easily outlined. It is,
essentially, the reciprocal of Model A. Under the complementary
version, a proprietor might approach a distributor, resource
provider or other target of potential secondary liability and offer
essentially the same set of terms (consultation, discussions
designed to find reasonable technological accommodations, shared
payment for the costs of enforcement services, provision of notice
and opportunity to be heard, and exoneration, reimbursement and

169. See LEsSIG, supra note I (observing that cyberspace can be highly regulated).
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subrogation). Model A and its complement permit either the target
or the proprietor to initiate the offer of a safe harbor to the other.

Model "B" on the other hand illustrates the effect of an
emerging de facto hostage-style system of secondary liability for
new technological uses in cyberspace and the code world. It also
isolates a class of "opportunistic plaintiffs" and distinguishes them
from those plaintiffs who might more plausibly or "justly" petition
for judicial assistance in enforcing their rights by way of
secondary liability. This is because the opportunistic plaintiffs
asserting the Model B position would embrace the class consisting
of those who have, in effect, declined the offer of Model A.
According to the hypothesis of Model B, the opportunistic plaintiff
would be the one who refuses to pay its share of the costs of
enforcement, but who (like Tiffany) would rather impose all the
"externalities" of enforcement upon a resource provider and,
indirectly, upon the ordinary users of the code world.

A complementary version of Model B can also be derived.
Just as Model B supposes a proprietor who seeks to impose the
entire costs of enforcement on the distributor, resource provider or
other target of potential secondary liability, so it is possible to
suppose the case of a target who refuses any accommodation at all.
This complementary version is not quite a reciprocal of Model B,
but it evidences the same refusal to "recode" the architecture.
Under the complementary version, the target would be the one
who refuses to consider how it might recode the architecture of its
place within the code world to assist the proprietor in enforcing
the proprietor's rights, refusing any technological accommodation,
insisting that the proprietor take care of itself, and refusing to
accept any share of responsibility to engage in reasonable
recoding.

The examples of Model A and Model B illustrate two
important effects of the "nature and place of use" in resolving
secondary liability in the code world. First, the tender of a Model
A sort of accommodation by either a proprietor or a target
provides a ready tool to assess the nature of the counter-party's
activity and motivation. The counter-party who refuses a Model A
tender is one who raises at least an inference (and perhaps a
presumption) that it is, (a) if a target, then also very likely a pirate
or spoiler (else why would it refuse a reasonable technological
accommodation that the proprietor is prepared to fund?) or (b) if a
proprietor, then very likely an opportunistic free-rider in the
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secondary liability arena (else why would it refuse to discuss or to
share the costs of reasonable technological accommodations that a
target might propose to help the proprietor help itself?). In the
non-neutral design of legal rules of secondary liability, the tender-
followed-by-refusal cases of Model A provide an efficient rule of
thumb for adjudication. Juridical agents are competent to
determine such facts as these, and to draw sensible inferences
from them. Second, the examples of opportunistic parties under
Model B provide a ready tool by which to de-couple and remix the
two parts of the general rule for secondary liability. Even if there
is someone liable for direct infringement, it does not follow, in the
case of an opportunistic proprietor/plaintiff of the Model B type
that it is "just" to hold someone else accountable. Conversely, in
the case of the complementary Model B, it may very well be "just"
to hold a target accountable for refusing to discuss or provide any
reasonable technological accommodations to the proprietor.

The importance of the Model A and Model B tenders of
reasonable technological accommodations (or the refusal of any
accommodation) is that they not only provide a ready rule of
thumb for evaluating the nature and place of the offending use in
the code world by creating a test that helps to self-identify the
parties as predatory, offensive, opportunistic or value-adding, but
that these tenders also avoid the trap of legal rules that would force
an architecture of yet higher control upon the code world than
these more modest tenders would do. The mere fact that the code
world "can" accommodate architecture of rather extraordinary
control is a fact that might create an almost irresistible pressure
woodenly to expand in the code world the rules of secondary
liability as those rules have developed in ordinary space.

This pressure could lead towards the trap of accidentally
imposed hostage-style secondary liability in the code world. This
is because the possible architectures of regulation in the code
world certainly "can" result in a mechanical expansion of
secondary liability. As to fault-based rules, 170 there almost
certainly is technology within the code world by which a resource
provider "can" have knowledge of infringing activity, and it would
follow that the provider, merely by providing the new machine or
place, is "materially contributing" to the offending activity.
Secondary liability would seem to follow, as an analytical matter,

170. See supra Section I.A.2.a. (describing the fault-based rules of secondary liability).
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but the result seems ill advised. As to relationship-based rules (at
least in the expanded-for-copyright style version),' 7 1 there almost
certainly is technology within the code world by which a resource
provider "can" exercise control or supervision, and there almost
certainly are metering devices which "can" allocate some direct
financial benefit to the provider that is attributable to the offending
conduct. Secondary liability would seem to follow, as an
analytical matter, but the result seems ill advised. Though
secondary liability might seem to follow in such cases, these
would seem to be mindless applications of existing rules precisely
to the extent that such applications might be unmindful of the
consequences.172 It is because of the consequences that interim
safe harbors can and should be part of the juridical toolbox in
constructing the architecture of secondary liability for NTUs.

A common denominator in fashioning safe harbors for new
machines and new technological uses in the code world is to
consider always the "nature and place" of the alleged offense in
both steps of the secondary liability inquiry: both in determining
whether there is someone who is directly liable, 173 and in deciding
whether it is "just" to hold some other person accountable. The
models proposed herein are illustrative of how to think about
doing so in a practical manner. No doubt, there is room for
refinement and for the development of yet other models, but the

171. See supra Section LA.2.b. (describing the relationship-based rules of secondary liability).
172. The consequences might be spelled out in greater detail but would include: (1) the

invasiveness of private enforcement of intellectual property rights by third party gatekeepers and
intermediaries who would necessarily be collecting vast quantities of data about a huge number of
customers and users, (2) the pervasiveness of something akin to private "take down" notices that (if
secondary liability should ever attach to credit card intermediaries, or debit card, or bank check
clearing systems) could deprive any number of persons of rather important things without much in
the way of notice and an opportunity to be heard (substituting private parties for "the state" or for
the "police" is not likely to make warrantless searches and process-less deprivations any less
bothersome), and (3) the forced labor by which some resource providers and intermediaries would

be put in the service of intellectual property proprietors (this would seem an oddly reversed sort of
"internalization of externalities" of intellectual property). There are other consequences that could
be spelled out, and these are without including the obvious direct consequence, which is the real
likelihood of distortion and degradation of the code world, contrary to the public interest in the
productivity, knowledge and enjoyment that it provides. At the very least, these consequences
should be thoughtfully explored and the law should be purposefully developed, and not simply
evolved through some sort of "neutral" applications to the code world of secondary liability
principles developed in ordinary space.

173. See supra note 161 (providing examples of the "nature and place of use" as applied to

some problems in cyberspace and the code world).
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models given herein can be a good starting point. This method can
preserve both the commons and common sense.

D. Long Term Design Solutions: Disintegrating IP

The short-term solution can involve safe harbors and
purposeful development of non-neutral rules based upon the nature
and place of use in cyberspace and the code world. The long-range
solution is to recognize that intellectual property is ripe for
disintegration. There is, and has been for a substantial period of
time, an intertwining of "liability" rules with the "property" rules
that characterize the mixed domain of copyright, trademark,
patents and cognate "intellectual property" disciplines. This
encroachment is one of the perplexing reasons why there is so
much fundamental incoherence (or at least the appearance of some
small sort of discomfort as widely reported and as anecdotally
observed in the disciplines). 174

If the law could disintegrate the two interests (property-style
rights to exclude, and liability-style incentives for intangible
products of the mind), we could then concentrate the fire-power,
injunctions and incentives of property-style rules on protecting
real patents on really non-obvious inventions of truly patentable
subject matter that are really claimed clearly and distinctly and
really infringed literally; for protecting real works of authorship
having real originality and a modicum of creativity, really
infringed in the copyrightable elements thereof by a reproduction
of an identical duplicate copy (or substantially so), or by
distribution of identical copies, or by an adaptation, or other clear
and "literal" act of infringement; and for trademarks or whatever
anyone wants to call the "non-property proprietary interest in
preventing a likelihood of confusion" in a designation, preserving
from a likelihood of confusion those marks that really are
distinctive, really are strong, and really are infringed.

For all the other non-property cognates, pretenders, nonsense
or ghost patents, phantom copyrights and invisible or attenuated

174. See Thomas C. Folsom, Truth in Intellectual Property Revisited: Embracing eBay at the
Edge, 2 AKRON INTELL. PROP. J. 69 (2008) (distinguishing, for example, plagiarism-type offenses
that ought to be treated to liability-style rules-requiring some measure of notice and attribution
without the right to exclude-masquerading as property-style rules which demand some sort of
injunctive relief, and sometimes substantial damages). The same applies in patent and in trademark.
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trademarks, 175 a set of flexible liability-style rules could provide
modest, efficient and sensible remedies that incentivize various
categories of useful (or high-sweat) activity without emptying the
public domain. As the disintegration project proceeds, the
problems of secondary liability for new technological uses are
likely to resolve themselves. To the extent the battleground over
the question whether anyone is liable for direct infringement in the
code world becomes calmer, and the remedies for non-property
offenses less onerous, and as the question whether it is "just" to
hold another accountable for such activity becomes less loaded
with the possibility of spectacular error, secondary liability
problems should fade in significance. The tools to disintegrate are
already in existence, at least for intellectual property as it relates to
new technological uses. All that needs to be done is to commence
on a course of rewriting the code, on purpose, to achieve the
desired results. It is, after all, only a matter of choice.

CONCLUSION

Secondary liability has developed by categories: (1) fault-
based, (2) relationship-based, (3) consent-based, (4) policy-style,
and, perhaps, (5) hostage-style. Because the code world of
cyberspace, new machines and new technological uses permits a
very high degree of regulation and control, it creates a set of
relationships, consents, policy choices, and hostage-taking
opportunities much greater in degree than does "ordinary space."
As a result, the ordinary rules of secondary liability cannot
sensibly apply to the new technological uses absent a deliberate
choice of the architecture of control that "we" want. It may be the
case that there is no such thing as a law of cyberspace or of any
new technological use. Nevertheless, there certainly may be, and
should be a law developed purposefully for new technological
uses in cyberspace and the code world. While technologies (and
"places") have no intrinsic nature, the purpose for which they are
specified, designed and used permits us to derive a characteristic
good, or purpose, and to articulate a public interest in the code
world. Law, to the extent it is free to grow (and especially if it is
wide open to contrary and equally plausible interpretations),

175. Id. at 78-79.
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should be purposely cultivated so that it grows in a way designed
to foster the goods of the code world, cyberspace and NTUs.

Cyberspace and NTUs comprise a sort of early warning
device that is sensitive to otherwise latent problems elsewhere in
the substantive law, they constitute a modular and coded domain
that can be broken down and redesigned simply by rewriting the
code, and they are important both economically and practically.
For all these reasons, the law ought to be purposely designed
simultaneously to resolve both parts of the most generally stated
secondary liability equation: (1) is there someone who is directly
liable (and for what, exactly), and (2) if so, is there someone else
whom it is "just" to hold accountable? It certainly seems there can
be neither sense nor justice in holding value-added cyberspace
resource providers, intermediaries, or distributors of qualified new
machines to some sort of phantom or hostage-style secondary
liability, just because it accidentally happens that they find
themselves in the juridical cross-hairs developed in ordinary sace
and without much careful thought to new technological uses.

Instead, a new rule of thumb, the "nature and place of use"
coupled with flexible and limited remedies may resolve the
problem and create a principled, practical and predictable set of
rules. The desired principles themselves are non-neutral-they are
designed to discourage pirates, predators and spoilers, and to
encourage hitchhikers, guides, and the public interest in the code
world and cyberspace. Such non-neutral principles of private law
(and perhaps only such principles) actually will permit the fair and
neutral application of the law in a way that can confidently be
predicted to do some definable good.

176. It is no solution simply to declare "prizes, prizes!" and to task a resource provider,
intermediary, or distributor with emptying its pockets to provide the prizes. See infra Appendix A.
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Appendix A: (Prizes! Prizes!)

Sir John Tenniel, "Alice and the Dodo " 1865 (public domain) t

... The Dodo suddenly called out "The race is over!" and they
all crowded round it, panting and asking "But who has won?"

This question the Dodo could not answer without a great deal
of thought, and it stood for a long time with one finger pressed
upon its forehead (the position in which you usually see
Shakespeare, in the pictures of him), while the rest waited in
silence. At last, the Dodo said, "Everybody has won, and all must
have prizes."

"But who is to give the prizes?" quite a chorus of voices
asked.
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"Why, she, of course," said the Dodo, pointing to Alice with
one finger; and the whole party at once crowded round her; calling
out, in a confused way, "Prizes! Prizes!" Alice had no idea what to
do, and in despair, she put her hand in her pocket, and pulled out a
box of comfits... and handed them around as prizes. There was
exactly one a-piece, all round.

"But she must have a prize herself, you know," said the
Mouse.

"Of course," the Dodo replied very gravely. "What else have
you got in your pocket?" it went on, turning to Alice. "Only a
thimble," said Alice sadly. "Hand it over here," said the Dodo.
Then they all crowded round her once more, while the Dodo
solemnly presented the thimble ... and, when it had finished...
they all cheered.' 77

For the substitution of Google, Inc. and the libraries that lend
books to it, or eBay, Visa or MasterCard (or anyone else
vulnerable to hostage-style liability) for Alice, and the undesirable
consequences of doing so see supra sections II and III, and note
172 supra. For an alternative solution to the problem of hostage-
style secondary liability in cyberspace that preserves the commons
(and common sense), see supra section IV.

f Picture Credit: The Victorian Web
(http://www.victorianweb.org/art/ illustration/tenniel/alice) (last
visited 10/27/08)

177. MARTIN GARDNER, THE ANNOTATED ALICE THE DEFINITIVE EDITION ALICE'S

ADVENTURES IN WONDERLAND & THROUGH THE LOOKING GLASS BY LEWIS CARROLL 31-33
(2000).
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