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Project Plan

Nicholas Bordo

Project Name:
Enhanced Child’s Play LAN Design

Project Description:

Child’s Play is a charity event hosted by the student chapter of the Association for Computing
Machinery at the University of Akron. This event allows people to compete in various video game
tournaments while simultaneously raising money for charity. In order to make this possible, a network is
crucial. However, in previous years, the performance has been poor. The goal of this project is to
implement a new network design which will offer more functionality and reliability than in previous
years. This network will be able to operate completely inside of an existing network on a temporary
basis. This design offers potential use in environments other than on the campus of the University of
Akron.

Existing Equipment:
2 Desktop PCs to be used as servers
2 Laptop PCs to simulate users
Cisco 1841 Router
Cisco 2851 Router
Cisco 2960 Switch
Cisco 3560 Switch

Detailed Objectives:
1. Research
a. Open source SNMP server and Syslog server
i.  Configuration examples
ii. Best practices for network monitoring
b. Linux NTP Server
i.  How to run aisolated NTP server
c. Linux FTP server
i.  Setup process of a Linux FTP server
ii.  How to configure RAID array on FTP server
iii.  How to create a folder for storage of device configuration files with restricted
access
iv.  How to create a Folder for users to download game files

d. Linux DHCP Server
i.  How to configure DHCP for Several different subnets of users.
ii.  Storing static IP addresses
e. Linux DNS Server
i.  How to forward DNS requests onto a external server outside of the LAN



2. Design

How to create local domain names for LAN servers

a. Create network device topology

Determine IP address scheme for servers, network devices, and user PCs
VLAN numbering and naming
Assign connecting interfaces of devices

iv.  Create network diagram
v.  Assign domain names to all devices in the network including virtual machines
b. Servers

Determine which servers to use for each network service
Decide which services to host as virtual machines
Determine required hardware in servers

c. Purchasing

Determine what equipment, if any, needs to be purchased

d. Security

Create authentication credentials which will be used to authenticate between
network device services

Create a standard network administrator management account information
Create standard banner message for devices warning of unauthorized access to
the network being restricted

Determine which hosts will be able to remotely manage network devices and who
will not

3. Implementation
a. Purchase any necessary hardware outlined in the design phase
b. Network devices

Rack devices
Update devices to most recent |OS version
Cable network connections according to the topology diagram

iv.  Connect servers to the network
v. Assign IP addresses to device in the network according to the IP address
scheme
vi.  Complete configuration of network devices
c. Servers
i.  Install remaining hardware into servers
i.  Remove any unnecessary hardware from servers
iii.  Install virtual machine software
iv.  Install services on servers and VMs

d. User test PCs

4, Testing

Install Windows 7 on one laptop
Install Linux on second laptop
Install FTP client application on both laptops

a. Confirm LAN connectivity between all devices



i.  Ping devices on the network using both IP addresses and domain names of
devices
b. Confirm internet connectivity of all devices
i.  Ping test domain names such as Google.com to confirm internet connectivity and
proper domain name resolution
c. Confirm operation of network services as seen by users.

i. DHCP
1. User test machines are receiving an IP address
i. DNS
1. Users are able to use domain names for local and internet IP address
lookups
i. FTP
1. Users are able to access FTP server and are able to login and download
software
d. Confirm operation of network services as seen by network devices and servers
i. DNS
1. Devices can be looked up using their domain names
i. FTP

1. Network devices are able to backup their configuration to FTP server in a
versioned format

2. Normal users are not able to access this folder unless they are able to
authenticate with the proper credentials

ii.  SNMP

1. SNMP server is receiving traps from devices
iv.  Syslog

1. Syslog server is receiving log messages from devices
v. NTP

1. Servers and network devices all have a synchronized time

5. Documentation:
a. Project plan
b. Project Description
i.  Description
ii.  Network Diagram
c. Network devices
i.  Performing IOS upgrade
i.  Racking and cabling of network devices.
iii.  Router Configuration commands
iv.  Switch configuration commands
v. Interface IP address assignment
d. Windows Virtualization Server
i.  Installation of hyper-V
ii. Table of servers are virtualized on device
iii.  Installation of Virtual machines
e. Linux Server
i.  Installation of operating system



f. NTP Server Setup
Installation of NTP server
Configuration of NTP server
g. SNMP and Syslog Server
Installation of SNMP and Syslog server on Windows Virtualization server
Configuration of SNMP and Syslog server
h. FTP Server Setup
Installation of RAID array in server
Configuration RAID array for storage on FTP server
Installations and configuration of FTP server
Installation of FTP client on user test laptops.
i. DHCP Server
Installation and configuration DHCP server
Assignment of subnets to DHCP pools.

j.  DNS Server
Installation and configuration DNS server
Adding network device names to DNS.

i.
ii.
ii.
iv.

Estimated Times:

Planning | Research | Installation [ Configuration | Testing [ Documentation | Total
10 20 10 40 20 30 130
Actual:
Planning | Research | Installation | Configuration | Testing [ Documentation | Total
8 25 16 48 23 65 185




Project Analysis

Nicholas Bordo

The Enhanced Child’s Play LAN Redesign was a successful project. All of the objectives that
were placed in the project proposal were met. There were a few issues that needed to be sorted out
along the way, but all issues have since been resolved. The first issue encountered was with the
configuration of the DHCP server.

Configuring the isc-dhcp-server involves making many changes to the dhcpd.conf file. The
syntax that is required for this file to work properly is somewhat complicated. The isc-dhcp-server
service indicated that it started when rebooted, however still remained offline. This issue was resolved
after creating a new version of the configuration file with the proper syntax.

After the DHCP server was functional, the next problem involved networks routing. The
symptoms of this issue were that about 50% of all traffic was lost. Every other ping to google.com
would time out. After some research, it was discovered that when using a Cisco device with an
interface obtaining its IP via DHCP, a default route is automatically injected into the routing table of the
router. This is actually the desired operation for the router, however the conflict was caused by the
static route which was manually configured on the device. The router was attempting to load balance
between the two static routes, but was incorrectly routing the information. Once the manually
configured static route was removed, the issue was resolved.

There were also a few issues with the DNS server. The first of these problems was another
syntax issue, involving the complexities of a reverse lookup. After a large amount of research, this
problem was resolved. Another issue with the DNS server was slow lookup times. When this occurred,
DNS requests would often time out the first time they were sent. This was caused by the internal DNS
server using the routers as a primary DNS server. In turn, the routers were using the internal DNS
server as their primary name servers causing a DNS request loop. Once the routers were removed as

DNS servers, the issue was resolved.



The final issue was with the configuration of GLBP. The initial intention of using GLBP was to
dynamically assign traffic to go to one device more often than another. The Cisco 1841 router only has
a FastEthernet interface with very limited bandwidth. The Cisco 2851 has a GigabitEthernet interface,
which has a much higher bandwidth cap. The idea was to have more traffic sent to the Cisco 2851
router, however the operation of the weighted load balancing method used by GLBP was
misunderstood. This method operates more like interface tracking in HSPR and VRRP rather than
sending more traffic to one device than another. GLBP is still configured, but this initial operational

method has to be abandoned.



Presentation

Nicholas Bordo

ENHANCED CHILD'S
PLAY LAN DESIGN

PROJECT EXPLANATION

e Charity Event

Hosted by the UA ACM Student Chapter
e Poor Network performance

Two network crashes during event
» Internet bandwidth constraints

Limited internet connectivity

=)




Original Network Design

SERVICES RUN ON ROUTER

e 1841 Router performed
DNS
DHCP
NAT
Routing(internet)




New Network Design

NEW SERVICE DISTRIBUTION

e 2 Routers
NAT
Routing
Internet
GLBP
» Virtual Server (Hyper-V)
DHCP
DNS
NTP
Syslog
SNMP (OpenNMS)
¢ Physical Server
FTP

10



PROBLEMS SOLVED

Increased internet bandwidth
Bandwidth conservation with FTP server
Router redundancy

Dedicated servers for DNS and DHCP
Logging of events in network
Monitoring of network health.

VIDEO OF SETUP
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PROBLEMS

Routing

e Overlapping subnets

e 50% Packet Loss

DHCP Configuration

DNS

¢ Reverse Lookup

» Request timeouts

NTP

e Takes along time to converge

* Log messages using incorrect time.

Questions
or
Commentse
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Project Description
Enhanced Child’s Play LAN Design

Nicholas Bordo

The Enhanced Child’s Play LAN Design is intended for use at the University of Akron’s
ACM Student Chapter Child’s Play Charity event, which is a daylong event. Many PC and Console
game tournaments are held for prizes. Traditionally, this event is held the Saturday before
Thanksgiving and has an attendance of over 100 people. Tournaments are held for all different
genres of games from both the PC and console worlds. For the last two years a very basic LAN
design was used PC gaming room. It involved a home router connected to two switches. This kind
of equipment is not truly meant for such a demanding task and hiccups ensued. The purpose of
this project was to address and resolve this issue.

A basic outline of the previous setup was a Cisco 1841 router which was connected to the
University’s internal network. This provided the internet connection. The router was then connected
to two switches, one 2960 and one 3560. These switches were port channeled together and one of
them was connected to the 1841 router. On two separate occasions the router overloaded and
crashed due to the amount of users using the network. A reboot of the router fixed this issue,
however there was considerable impact to the network while the router was rebooted. There was
only one person capable of managing this network and it took some time for the problem to be
resolved. This project was focused on addressing these issues to maximizing efficiency.

This new design utilizes all of the devices in the original setup with the addition of some new
ones. An additional router was added to provide redundancy in the event that one router fails.
Some of the services the router was providing have been delegated to a dedicated server.
Services such as DNS and DHCP are now performed by dedicated servers. In addition to
offloading these two services there will also be monitoring and diagnostic software running to more
quickly resolve network issues. There will be servers for NTP to keep accurate time in the network,

a Syslog server to log any problems that occur in the network, and a SNMP server to monitor the

13



health of the network. In order to conserve internet bandwidth an FTP server was added. This will
hold a large repository of game files which can be transferred to user’'s computers using the
internal switched network rather than using internet bandwidth. The combination of these new
elements should result in little to no network downtime at the Child’s Play Charity event in coming

years.
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Summary:

Networks

Devices

Beginning
End

ACM-RTR-2851
ACM-RTR-1841

VLAN 5 Management:

VLAN 5
Management

Network Devices

GLBP-Gateway

ACM-RTR-2851-
gig-0-1-5

ACM-RTR-1841-
fa-0-1-5

ACM-SW-3560

ACM-SW-2960

ACM-RTR-2851

ACM-RTR-1841

DHCP Pool

172.20.32.0/19

User VLAN 37

First 20 reserved for
network devices

172.20.32.0

172.24.63.255

192.168.132.2
192.168.132.3

192.168.128.0/22
IP Address

192.168.128.1

192.168.128.2

192.168.128.3

192.168.128.11

192.168.128.12

192.168.132.2

192.168.132.3

192.168.131.250-254

IP Address Scheme

172.24.64.0/20

Server Addresses VLAN 10

First 20 reserved for
network devices

172.24.64.0

172.24.79.255

255.255.255.255
255.255.255.255

Range:
192.168.128.0 -
192.168.31.255

Subnet Mask

255.255.252.0

255.255.252.0

255.255.252.0

255.255.252.0

255.255.252.0

255.255.255.255

255.255.255.255

Interface

GLBP
Virtual

Fa0/1.5

0ig0/1.5

VLAN 5

VLAN 5

192.168.128.0/22

Networking Devices/
Management VLAN 5

First 20 reserved for network
devices

192.168.128.0
192.168.131.255

loopbackO
loopback0

First 20 reserved
for network
devices

Connected Link  Description

VLAN 5 Gateway
address of GLBP

GLBP Virtual instance.

ACM-SW-3560-
fa-0/1

ACM-SW-2960-
gig-0/1

Management ip

VLAN interface address

Management ip

VLAN interface address
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VLAN 10 Server:

VLAN 10
Servers

Network Devices

GLBP-Gateway

ACM-RTR-2851-
gig-0-1-10

ACM-RTR-1841-
fa-0-1-10

ACM-VM-HOST-
1

ACM-DNS-1
ACM-DHCP-1
ACM-NTP-1
ACM-SNMP-1
ACM-SYSLOG-1

ACM-FTP-1

DHCP Pool

172.24.64.0/20
IP Address

172.24.64.1

172.24.64.2

172.24.64.3

172.24.64.21
172.24.64.22
172.24.64.23
172.24.64.24
172.24.64.25
172.24.64.26

172.24.64.27

Range:
172.24.64.0 -
172.24.79.255

Subnet Mask

255.255.240.0
255.255.240.0

255.255.240.0

255.255.240.0
255.255.240.0
255.255.240.0
255.255.240.0
255.255.240.0
255.255.240.0

255.255.240.0

172.24.79.0 -255 255.255.240.0

Interface

GLBP
Virtual

Fa0/1.10

Gig0/1.10

First 20 reserved for
network devices

Connected Link

GLBP Virtual
ACM-SW-3560 fa 0/1

ACM-SW-2960 gig 0/1

ACM-SW-3560 fa0/48
ACM-SW-3560 fa0/48
ACM-SW-3560 fa0/48
ACM-SW-3560 fa0/48
ACM-SW-3560 fa0/48
ACM-SW-3560 fa0/48

ACM-SW-2960 Gig0/2

Description

VLAN 10 Gateway
address of GLBP
instance.

ip address of Microsoft
Server hosting VM's

On gig port to maximize
bandwidth available to
LAN for FTP Transfers
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VLAN 37 User:

First 20
Range: reserved for
VLAN 10 172.20.32.0 - network
Servers 172.20.32.0/19 172.24.63.255 devices
Network Connected
Devices IP Address Subnet Mask Interface Link Description
VLAN 10 Gateway address
GLBP-Gateway 172.20.32.1 @ 255.255.224.0 GLBP Virtual GLBP Virtual of GLBP instance.
ACM-RTR- ACM-SW-

2851-gig-0-1-10  172.20.32.2 = 255.255.224.0 Fa0/1.10 3560 fa 0/1

ACM-RTR- ACM-SW-
1841-fa-0-1-10  172.20.32.3  255.255.224.0  Gig0/1.10 2960 gig 0/1

IP addresses that will be
172.20.32.21- used for users connecting to
User-pool 172.20.63.255 255.255.224.0 the network.
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Logical Network Topology
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Detailed Network Topology
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Cisco 1841 Configuration

Configuration Explanation for ACM Cisco 1841

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Hosthame:
hostname acm-rtr-1841
#Changes the hostname

Security Configuration:

service password-encryption
#Enables encryption of passwords in running configuration

enable secret 5 $1$.0WX$iTBgfa8tMrwOrLh4i9bE?7.
#Sets enable password. Password is shown encrypted refer to security documentation for
further information.

username acmlan privilege 15 secret 5 $1$bO/.$zUNNFZpnRO9WuoHHnamRPr.
#Creates the admin user account. Password is shown encrypted refer to security
documentation for further information.

key chain cisco
#Used for authentication between protocols.
key 8512
key-string 7 032752180500701E1D48
#Key is shown encrypted refer to security documentation for further information.

no ip http server
#Disables web interface configuration
no ip http secure-server
#Disables secure web interface configuration

Clock:
clock timezone US/EST -5
#Sets time zone to Eastern Standard Time.
clock summer-time US/EST recurring
#Allows for time adjustment during Daylight savings
ntp update-calendar
#This updates the router’s hardware clock
ntp server 172.24.64.24 prefer
#This sets the NTP server to sync with internal NTP server

Logging:
logging buffered 4096
logging source-interface LoopbackO
#Logs will originate from the IP address of the loopback 0 interface

21



logging 172.24.64.26

DNS Information:
ip domain name tydrous.tv

#Specifies the domain name the device belongs to.
ip name-server 172.24.64.22

#Specifies the name server to use.

DNS Server:
#Disable if internal DNS server is functioning.

ip dns server
#Allows the server to act as a forwarding DNS Server

ip dns spoofing
#Spoofs the DNS requests and forwards to a DNS Server. Disable if internal DNS server is
functioning.

Automatic Backup of device configurations:
archive
path ftp://172.24.64.27/archive/$h/$h-$t
#Sets the location of FTP server and name of file.
# $h dynamically inserts the hostname of the device.
# $t is the current time when the file was sent to the FTP server.

write-memory
#Whenever a write memory is done the configuration is backup to the ftp server.

#FTP Username and password for configuration backup
ip ftp username acmlan
ip ftp password 7 03281A18055F16435C0210
#Password is shown encrypted. Refer to security documentation for further information.

kron occurrence archive-conf in 2:0 recurring
#Performs the following policy every 2 hours
policy-list acm-archive

kron policy-list acm-archive
#Does the following command when the policy is called.
cli write

SNMP:

snmp-server community AKacmRe@dON!y RO
#Sets the read only community string

snmp-server community wR1t3RD@kacMmgnt RW
#Sets the read write community string

22



snmp-server trap-source LoopbackO
#Traps for this device will originate from the address of the LoopbackO interface.

#SNMP device details
snmp-server location ACM Akron Childs Play Rack B Right side of PC Gaming room
snmp-server contact Nicholas Bordo @ 330-703-9601

#Various traps device will send

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps eigrp

snmp-server enable traps envmon

snmp-server enable traps flash insertion removal

snmp-server enable traps cpu threshold

snmp-server enable traps syslog

snmp-server host 172.24.64.25 AKacmRe@dON!y udp-port 161
#Address, community string, and port number

Banner Message:
banner login ~C

Access Restricted!

These devices are the property of the University of Akron Student
Chapter of the ACM. Access to network resources is restricted to
authorized personnel only. Please disconnect immediately if you are
not an authorized user. All activity on these devices is logged.

"C
Configuration access:
line con 0
exec-timeout 150
#Session will time out after 15 minutes.
logging synchronous
login local
#Uses local user database for authentication
line aux 0
linevty 04
exec-timeout 15 0
logging synchronous
login local
transport input ssh
#Allows SSH access to devices
transport output all
line vty 5 15




exec-timeout 15 0
logging synchronous
login local

transport input ssh
transport output all

Interface configuration:

interface LoopbackO

ip address 192.168.132.3 255.255.255.255
#Sets IP address of loopback interface

interface FastEthernet0/0
description UPLINK TO OUTSIDE NETWORK
ip address dhcp

#Gets IP address via host network. Also automatically sets default static route

ip nat outside
#NAT internet facing interface

interface FastEthernet0/1

description UPLINK TO acm-sw-3560
no ip address

ip nat inside

#Management VLAN sub interface
interface FastEthernet0/1.5
description UPLINK TO acm-sw-3560
encapsulation dot1lQ 5
#Sets encapsulation type between router interface and switch
ip address 192.168.128.3 255.255.252.0
#Sets IP address
ip nat inside
#Configures this interface as a LAN facing interface.

#Server VLAN sub interface

interface FastEthernet0/1.10
description UPLINK TO acm-sw-3560
encapsulation dot1Q 10

ip address 172.24.64.3 255.255.240.0
ip nat inside

I

interface FastEthernet0/1.37
description UPLINK TO acm-sw-3560
encapsulation dot1Q 37

ip address 172.20.32.3 255.255.224.0
ip helper-address 172.24.64.23

ip nat inside

24



GLBP Configuration:
track 1 interface FastEthernet0/0 line-protocol
#Used for GLBP fail over if internet interface goes down down.

#Management VLAN sub interface GLBP Configuration
interface FastEthernet0/1.5
glbp 5ip 192.168.128.1

#Sets the Virtual IP address of the default gateway

glbp 5 priority 130
#This router will be the AVG for this VLAN
glbp 5 preempt
#Allows a device with a higher priority to take over as AVG at any time.
glbp 5 weighting 130 lower 80 upper 90
#Sets weight values
glbp 5 load-balancing weighted
#Changes load-balancing type from round robin to weighted
glbp 5 authentication md5 key-chain cisco
#Uses the cisco key to validate GBLP neighbors
glbp 5 weighting track 1 decrement 60
#Decreases weight of the tracked interface if the internet interface goes down. Operates very
similarly to interface tracking for HSRP and VRRP.

#Server VLAN sub interface GLBP Configuration

interface FastEthernet0/1.10

glbp 10 ip 172.24.64.1

glbp 10 priority 110 #This router will be the AVF for this VLAN
glbp 10 preempt

glbp 10 weighting 110 lower 80 upper 90

glbp 10 load-balancing weighted

glbp 10 authentication md5 key-chain cisco

glbp 10 weighting track 1 decrement 40

#User VLAN sub interface GLBP Configuration

interface FastEthernet0/1.37

glbp 37 ip 172.20.32.1

glbp 37 priority 110 #This router will be the AVF for this VLAN
glbp 37 preempt

glbp 37 weighting 110 lower 80 upper 90

glbp 37 authentication md5 key-chain cisco

glbp 37 weighting track 1 decrement 40

EIGRP:
router eigrp 373
#Autonomous system number
passive-interface FastEthernet0/0
#Does not send routing updates out these interfaces
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passive-interface FastEthernet0/1.10
#Does not send routing updates out these interfaces
passive-interface FastEthernet0/1.37
#Does not send routing updates out these interfaces
network 172.20.32.0 0.0.31.255
#User VLAN Network
network 172.24.64.0 0.0.15.255
#Server VLAN Network
network 192.168.128.0 0.0.3.255
#Management VLAN Network
network 192.168.132.3 0.0.0.0
#Loopback interface
no auto-summary
#Does not summarize on classful boundaries.

NAT:

ip nat inside source list 101 interface FastEthernet0/0 overload
#Sets up Port Address translation on internet facing interface for LAN uses.

#ACL To define the inside networks to be translated
access-list 101 permit ip 172.20.32.0 0.0.31.255 any
access-list 101 permit ip 172.24.64.0 0.0.15.255 any
access-list 101 permit ip 192.168.128.0 0.0.3.255 any
access-list 101 permit ip host 192.168.132.3 any
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Cisco 2851 Configuration

Configuration Explanation for ACM Cisco 2851

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Hostname:
hostname acm-rtr-2851
#Changes the hostname

Security Configuration:

service password-encryption
#Enables encryption of passwords in running configuration

enable secret 5 $1$.0WX$iTBgfa8tMrwOrLh4i9bE7.
#Sets enable password. Password is shown encrypted refer to security documentation for
further information.

username acmlan privilege 15 secret 5 $1$bO/.$zUNNFZpnR9WuoHHnamRPr.
#Creates the admin user account. Password is shown encrypted refer to security
documentation for further information.

key chain cisco
#Used for authentication between protocols.
key 8512
key-string 7 032752180500701E1D48
#Key is shown encrypted refer to security documentation for further information.

no ip http server
#Disables web interface configuration
no ip http secure-server
#Disables secure web interface configuration

Clock:
clock timezone US/EST -5
#Sets time zone to Eastern Standard Time.
clock summer-time US/EST recurring
#Allows for time adjustment during Daylight savings
ntp update-calendar
#This updates the router’s hardware clock
ntp server 172.24.64.24 prefer
#This sets the NTP server to sync with internal NTP server

Logging:
logging buffered 4096
logging source-interface LoopbackO
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#Logs will originate from the IP address of the loopback 0 interface
logging 172.24.64.26

DNS Information:
ip domain name tydrous.tv

#Specifies the domain name the device belongs to.
ip name-server 172.24.64.22

#Specifies the name server to use.

DNS Server:
#Disable if internal DNS server is functioning.

ip dns server
#Allows the server to act as a forwarding DNS Server

ip dns spoofing
#Spoofs the DNS requests and forwards to a DNS Server. Disable if internal DNS server is
functioning.

Automatic Backup of device configurations:
archive
path ftp://172.24.64.27/archive/$h/$h-$t
#Sets the location of FTP server and name of file.
# $h dynamically inserts the hostname of the device.
# $t is the current time when the file was sent to the FTP server.

write-memory
#Whenever a write memory is done the configuration is backup to the ftp server.

#FTP Username and password for configuration backup
ip ftp username acmlan
ip ftp password 7 03281A18055F16435C0210
#Password is shown encrypted. Refer to security documentation for further information.

kron occurrence archive-conf in 2:0 recurring #Performs the following policy every 2 hours
policy-list acm-archive

kron policy-list acm-archive #Does the following command when the policy is called.
cli write

SNMP:

snmp-server community AKacmRe@dON!y RO
#Sets the read only community string

snmp-server community wR1t3RD@kacMmgnt RW
#Sets the read write community string

snmp-server trap-source LoopbackO
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#Traps for this device will originate from the address of the LoopbackO interface.

#SNMP device details
snmp-server location ACM Akron Childs Play Rack A Left side of PC Gaming room
snmp-server contact Nicholas Bordo @ 330-703-9601

#Various traps device will send

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps eigrp

snmp-server enable traps envmon

snmp-server enable traps flash insertion removal

snmp-server enable traps cpu threshold

snmp-server enable traps syslog

snmp-server host 172.24.64.25 AKacmRe@dON!y udp-port 161
#Address, community string, and port number

Banner Message:
banner login *C

Access Restricted!

These devices are the property of the University of Akron Student
Chapter of the ACM. Access to network resources is restricted to
authorized personnel only. Please disconnect immediately if you are
not an authorized user. All activity on these devices is logged.

"C

Configuration access:
line con 0
exec-timeout 150
#Session will time out after 15 minutes.
logging synchronous
login local
#Uses local user database for authentication
line aux 0
linevty 04
exec-timeout 15 0
logging synchronous
login local
transport input ssh
#Allows SSH access to devices
transport output all
line vty 5 15




exec-timeout 15 0
logging synchronous
login local

transport input ssh
transport output all

Interface configuration:

interface LoopbackO

ip address 192.168.132.2 255.255.255.255
#Sets IP address of loopback interface

interface GigabitEthernet0/0
description UPLINK TO OUTSIDE NETWORK
ip address dhcp

#Gets IP address via host network. Also automatically sets default static route

ip nat outside
#NAT internet facing interface

interface GigabitEthernet0/1
description UPLINK TO acm-sw-2960
no ip address

ip nat inside

#Management VLAN sub interface
interface GigabitEthernet0/1.5
description UPLINK TO acm-sw-2960
encapsulation dot1lQ 5
#Sets encapsulation type between router interface and switch
ip address 192.168.128.2 255.255.252.0
#Sets IP address
ip helper-address 172.24.64.23
#Directs DHCP Requests to the DHCP Server
ip nat inside
#Configures this interface as a LAN facing interface.

#Server VLAN sub interface

interface GigabitEthernet0/1.10
description UPLINK TO acm-sw-2960
encapsulation dot1Q 10

ip address 172.24.64.2 255.255.240.0
ip helper-address 172.24.64.23

ip nat inside

interface GigabitEthernet0/1.37
description UPLINK TO acm-sw-2960
encapsulation dot1Q 37

ip address 172.20.32.2 255.255.224.0
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ip helper-address 172.24.64.23
ip nat inside

GLBP Configuration:
track 1 interface FastEthernet0/0 line-protocol
#Used for GLBP fail over if internet interface goes down down.

#Management VLAN sub interface GLBP Configuration
interface FastEthernet0/1.5
glbp 5ip 192.168.128.1

#Sets the Virtual IP address of the default gateway

glbp 5 priority 110
#This router will be the AVG for this VLAN
glbp 5 preempt
#Allows a device with a higher priority to take over as AVG at any time.
glbp 5 weighting 110 lower 80 upper 90
#Sets weight values
glbp 5 load-balancing weighted
#Changes load-balancing type from round robin to weighted
glbp 5 authentication md5 key-chain cisco
#Uses the cisco key to validate GBLP neighbors
glbp 5 weighting track 1 decrement 40
#Decreases weight of the tracked interface if the internet interface goes down. Operates very
similarly to interface tracking for HSRP and VRRP.

#Server VLAN sub interface GLBP Configuration

interface FastEthernet0/1.10

glbp 10 ip 172.24.64.1

glbp 10 priority 130 #This router will be the AVG for this VLAN
glbp 10 preempt

glbp 10 weighting 130 lower 80 upper 90

glbp 10 load-balancing weighted

glbp 10 load-balancing weighted

glbp 10 authentication md5 key-chain cisco

glbp 10 weighting track 1 decrement 60

#User VLAN sub interface GLBP Configuration

interface FastEthernet0/1.37

glbp 37 ip 172.20.32.1

glbp 37 priority 130 #This router will be the AVG for this VLAN
glbp 37 preempt

glbp 37 weighting 130 lower 80 upper 90

glbp 37 load-balancing weighted

glbp 37 authentication md5 key-chain cisco

glbp 37 weighting track 1 decrement 60
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EIGRP:
router eigrp 373
#Autonomous system number
passive-interface GigabitEthernet0/0
#Does not send routing updates out these interfaces
passive-interface GigabitEthernet0/1.10
#Does not send routing updates out these interfaces
passive-interface GigabitEthernet0/1.37
#Does not send routing updates out these interfaces
network 172.20.32.0 0.0.31.255
#User VLAN Network
network 172.24.64.0 0.0.15.255
#Server VLAN Network
network 192.168.128.0 0.0.3.255
#Management VLAN Network
network 192.168.132.2 0.0.0.0
#Loopback interface
no auto-summary
#Does not summarize on classful boundaries.

NAT:

ip nat inside source list 101 interface GigabitEthernet0/0 overload
#Sets up Port Address translation on internet facing interface for LAN uses.

#ACL To define the inside networks to be translated
access-list 101 permit ip 172.20.32.0 0.0.31.255 any
access-list 101 permit ip 172.24.64.0 0.0.15.255 any
access-list 101 permit ip 192.168.128.0 0.0.3.255 any
access-list 101 permit ip host 192.168.132.3 any
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Cisco 2960 Configuration

Configuration Explanation for ACM Cisco 2960

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Hostname:
hostname acm-sw-2960
#Changes the hostname

Security Configuration:

service password-encryption
#Enables encryption of passwords in running configuration

enable secret 5 $1$.0WX$iTBgfa8tMrwOrLh4i9bE7.
#Sets enable password. Password is shown encrypted refer to security documentation for
further information.

username acmlan privilege 15 secret 5 $1$bO/.$zUNNFZpnR9WuoHHnamRPr.
#Creates the admin user account. Password is shown encrypted refer to security
documentation for further information.

key chain cisco
#Used for authentication between protocols.
key 8512
key-string 7 032752180500701E1D48
#Key is shown encrypted refer to security documentation for further information.

no ip http server
#Disables web interface configuration
no ip http secure-server
#Disables secure web interface configuration

Clock:
clock timezone US/EST -5
#Sets time zone to Eastern Standard Time.
clock summer-time US/EST recurring
#Allows for time adjustment during Daylight savings
service timestamps log datetime localtime
#This updates the switch’s hardware clock
ntp server 172.24.64.24 prefer
#This sets the NTP server to sync with internal NTP server

Logging:
logging buffered 4096
logging source-interface Vlan5
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#Logs will originate from the IP address of the Vlan 5 interface
logging 172.24.64.26

DNS Information:
ip domain name tydrous.tv

#Specifies the domain name the device belongs to.
ip name-server 172.24.64.22

#Specifies the name server to use.

DNS Server:
#Disable if internal DNS server is functioning.

ip dns server
#Allows the server to act as a forwarding DNS Server

ip dns spoofing
#Spoofs the dns requests and forwards to a DNS Server. Disable if internal DNS server is
functioning.

Automatic Backup of device configurations:
archive
path ftp://172.24.64.27/archive/$h/$h-$t
#Sets the location of FTP server and name of file.
# $h dynamically inserts the hostname of the device.
# $t is the current time when the file was sent to the FTP server.

write-memory
#Whenever a write memory is done the configuration is backup to the ftp server.

#FTP Username and password for configuration backup
ip ftp username acmlan
ip ftp password 7 03281A18055F16435C0210
#Password is shown encrypted. Refer to security documentation for further information.

kron occurrence archive-conf in 2:0 recurring #Performs the following policy every 2 hours
policy-list acm-archive

kron policy-list acm-archive #Does the following command when the policy is called.
cli write

SNMP:

snmp-server community AKacmRe@dON!y RO
#Sets the read only community string

snmp-server community wR1t3RD@kacMmgnt RW
#Sets the read write community string

snmp-server trap-source Vlan5
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#Traps for this device will originate from the address of the Vlan5 interface.

#SNMP device details
snmp-server location ACM Akron Childs Play Rack A Left side of PC Gaming room
snmp-server contact Nicholas Bordo @ 123-456-7890

#Various traps device will send
snmp-server trap link ietf
snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps eigrp
snmp-server enable traps envmon
snmp-server enable traps flash insertion removal
snmp-server enable traps cpu threshold
snmp-server enable traps syslog
snmp-server host 172.24.64.25 AKacmRe@dON!y udp-port 161
#Address, community string, and port number

Banner Message:
banner login ~C

Access Restricted!

These devices are the property of the University of Akron Student
Chapter of the ACM. Access to network resources is restricted to
authorized personnel only. Please disconnect immediately if you are
not an authorized user. All activity on these devices is logged.

C

Configuration access:
line con 0
exec-timeout 150
#Session will time out after 15 minutes.
logging synchronous
login local
#Uses local user database for authentication
line aux 0
linevty 0 4
exec-timeout 150
logging synchronous
login local
transport input ssh
#Allows SSH access to devices
transport output all
line vty 5 15
exec-timeout 150
logging synchronous




login local
transport input ssh
transport output all

VTP
vtp domain ACM-VTP
#Sets VTP domain to arbitrary value. Not used.
vtp mode transparent
#Will add VLANS to its database from VTP but will not send out VLAN information.
Spanning Tree:
spanning-tree mode pvst
#Sets spanning tree type to per VLAN spanning tree

VLAN Database:
vlan 5
name MANAGEMENT

vlan 10
name SERVERS

vlan 37
name USERS

Port Channels:
interface Port-channel2
description PORT-CHANNEL to acm-sw-3560
switchport mode trunk
#Sets switchport to trunking for port channel between two switches.

Interface configuration:
interface range FastEthernet0/1- 42
#Applies configuration changes to interfaces FA0/1- FA0/42 at the same time.
description USER INTERFACE TO LAN
switchport access vlan 37
#Sets the access VLAN to User vlan
switchport mode access
#Changes the mode of the interface to access
spanning-tree portfast
#Forces the port to go into forwarding state much faster
spanning-tree bpduguard enable
#Disables port if a switch is detected trying to participate in spanning tree.

interface range FastEthernet0/43- 46

#Applies configuration changes to interfaces FA0/1- FAO0/42 at the same time.
description PORT-CHANNEL to acm-sw-3560
switchport mode trunk

#Changes the mode of the interface to trunking between the two switches
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channel-group 2 mode desirable
#Forces the creation of a port channel on these interfaces and those on the neighboring switch.

interface FastEthernet0/47
description MANAGEMENT INTERFACE
switchport access vlan 5
#Sets the access VLAN to the Management VLAN
switchport mode access
#Changes the mode of the interface to access

interface FastEthernet0/48

description MANAGEMENT INTERFACE
switchport access vlan 5

switchport mode access

interface GigabitEthernet0/1
description UPLINK TO acm-rtr-2851
switchport mode trunk

interface GigabitEthernet0/2
description TO acm-ftp-1
switchport access vlan 10
#Sets the access VLAN to the Server VLAN
switchport mode access
#Changes the mode of the interface to access
switchport port-security mac-address sticky
#Allows a device to be connected to an interface, but no others can be connected. Port will shut
down if another mac address is seen on the interface.
spanning-tree portfast
#Forces the port to go into forwarding state much faster
spanning-tree bpduguard enable
#Disables port if a switch is detected trying to participate in spanning tree.

interface Vlanl
no ip address
no ip route-cache
shutdown
#Disables the default management VLAN

interface Vlan5
description MANAGEMENT INTERFACE
ip address 192.168.128.12 255.255.252.0
#This sets the IP address of the management interface. Used to access the device.

Routing:
ip default-gateway 192.168.128.1

#Sets a default gateway for the switch
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Cisco 3560 Configuration

Configuration Explanation for ACM Cisco 3560

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Hosthame:
hostname acm-sw-3560
#Changes the hostname

Security Configuration:

service password-encryption
#Enables encryption of passwords in running configuration

enable secret 5 $1$.0WX$iTBgfa8tMrwOrLh4i9bE?7.
#Sets enable password. Password is shown encrypted refer to security documentation for
further information.

username acmlan privilege 15 secret 5 $1$bO/.$zUNNFZpnR9WuoHHnamRPr.
#Creates the admin user account. Password is shown encrypted refer to security
documentation for further information.

key chain cisco
#Used for authentication between protocols.
key 8512
key-string 7 032752180500701E1D48
#Key is shown encrypted refer to security documentation for further information.

no ip http server
#Disables web interface configuration
no ip http secure-server
#Disables secure web interface configuration

Clock:
clock timezone US/EST -5
#Sets time zone to Eastern Standard Time.
clock summer-time US/EST recurring
#Allows for time adjustment during Daylight savings
service timestamps log datetime localtime
#This updates the switch’s hardware clock
ntp server 172.24.64.24 prefer
#This sets the NTP server to sync with internal NTP server

Logging:
logging buffered 4096
logging source-interface Vlan5
#Logs will originate from the IP address of the Vlan 5 interface
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logging 172.24.64.26

DNS Information:
ip domain name tydrous.tv

#Specifies the domain name the device belongs to.
ip name-server 172.24.64.22

#Specifies the name server to use.

DNS Server:
#Disable if internal DNS server is functioning.

ip dns server
#Allows the server to act as a forwarding DNS Server

ip dns spoofing
#Spoofs the dns requests and forwards to a DNS Server. Disable if internal DNS server is
functioning.

Automatic Backup of device configurations:
archive
path ftp://172.24.64.27/archive/$h/$h-$t
#Sets the location of FTP server and name of file.
# $h dynamically inserts the hostname of the device.
# $t is the current time when the file was sent to the FTP server.

write-memory
#Whenever a write memory is done the configuration is backup to the ftp server.

#FTP Username and password for configuration backup
ip ftp username acmlan
ip ftp password 7 03281A18055F16435C0210
#Password is shown encrypted. Refer to security documentation for further information.

kron occurrence archive-conf in 2:0 recurring #Performs the following policy every 2 hours
policy-list acm-archive

kron policy-list acm-archive #Does the following command when the policy is called.
cli write

SNMP:

snmp-server community AKacmRe@dON!y RO
#Sets the read only community string

snmp-server community wR1t3RD@kacMmgnt RW
#Sets the read write community string
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snmp-server trap-source Vlan5
#Traps for this device will originate from the address of the Vlan5 interface.

#SNMP device details
snmp-server location ACM Akron Childs Play Rack A Left side of PC Gaming room
snmp-server contact Nicholas Bordo @ 123-456-7890

#Various traps device will send
snmp-server trap link ietf
snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps eigrp
snmp-server enable traps envmon
snmp-server enable traps flash insertion removal
snmp-server enable traps cpu threshold
snmp-server enable traps syslog
snmp-server host 172.24.64.25 AKacmRe@dON!y udp-port 161
#Address, community string, and port number

Banner Message:
banner login *C

Access Restricted!

These devices are the property of the University of Akron Student
Chapter of the ACM. Access to network resources is restricted to
authorized personnel only. Please disconnect immediately if you are
not an authorized user. All activity on these devices is logged.

Configuration access:
line con 0
exec-timeout 15 0
#Session will time out after 15 minutes.
logging synchronous
login local
#Uses local user database for authentication
line aux 0
linevty 04
exec-timeout 150
logging synchronous
login local
transport input ssh
#Allows SSH access to devices
transport output all
line vty 5 15
exec-timeout 150
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logging synchronous
login local

transport input ssh
transport output all

VTP:
vtp domain ACM-VTP

#Sets VTP domain to arbitrary value. Not used.
vtp mode transparent

#Will add VLANS to its database from VTP but will not send out VLAN information.

Spanning Tree:
spanning-tree mode pvst
#Sets spanning tree type to per VLAN spanning tree

VLAN Database:
vlan 5
name MANAGEMENT

vlan 10
name SERVERS

vlan 37
name USERS

Port Channels:
interface Port-channel2
description PORT-CHANNEL to acm-sw-3560
switchport mode trunk
#Sets switchport to trunking for port channel between two switches.

Interface configuration:
interface range FastEthernet0/1- 42

#Applies configuration changes to interfaces FA0/1- FA0/42 at the same time.

description USER INTERFACE TO LAN
switchport access vlan 37
#Sets the access VLAN to User vlan
switchport mode access
#Changes the mode of the interface to access
spanning-tree portfast
#Forces the port to go into forwarding state much faster
spanning-tree bpduguard enable
#Disables port if a switch is detected trying to participate in spanning tree.

interface range FastEthernet0/43- 46

#Applies configuration changes to interfaces FAO/1- FA0/42 at the same time.

description PORT-CHANNEL to acm-sw-2960
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switchport mode trunk
#Changes the mode of the interface to trunking between the two switches

channel-group 2 mode desirable
#Forces the creation of a port channel between these interfaces and those on the neighboring
switch.

interface FastEthernet0/47
description MANAGEMENT INTERFACE
switchport access vlan 5
#Sets the access VLAN to the Management VLAN
switchport mode access
#Changes the mode of the interface to access

interface FastEthernet0/47
description UPLINK TO acm-rtr-1841
switchport trunk encapsulation dotlq
switchport mode trunk

interface FastEthernet0/48
description VM SERVER
switchport access vlan 10
#Sets the access VLAN to the Server VLAN
switchport mode access
#Changes the mode of the interface to access
switchport port-security mac-address sticky
#Allows a device to be connected to an interface, but no others can be connected. Port will shut
down if another mac address is seen on the interface.
spanning-tree portfast
#Forces the port to go into forwarding state much faster
spanning-tree bpduguard enable
#Disables port if a switch is detected trying to participate in spanning tree.

interface Vlanl
no ip address
no ip route-cache
shutdown
#Disables the default management VLAN

interface Vlan5
description MANAGEMENT INTERFACE
ip address 192.168.128.11 255.255.252.0
#This sets the IP address of the management interface. Used to access the device.

Routing:
ip default-gateway 192.168.128.1

#Sets a default gateway for the switch
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Cisco Code Upgrades

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Transferring the new code to the device:
In order to complete a code upgrade, the new code must first be placed onto the device. This
can be done by transferring the code from an FTP server or a USB flash drive, if the device is
capable. This example will use a FTP server. Here is the command to begin the transfer:
acm-sw-3560# copy ftp://172.24.64.27/archive/acm-sw-3560/code/c3560-ipservicesk9-
mz.122-55.SE10.bin flash:

172.24.64.27 is the |IP address of the FTP server
/archive/acm-sw-3560/code/c3560-ipservicesk9-mz.122-55.SE10.bin is the path and filename.
flash: is the local destination of the file.

When the transfer is complete, the cli should look similar to this:

EL ip 10.bin flash:

Now that the new code file has been transferred to the switch, the device must be told to boot to
that code.

Enter configuration terminal and use the boot command to specify the location of the code file to
boot from.
acm-sw-3560(config)#boot system flash:c3560-ipservicesk9-mz.122-55.SE10.bin

Use the show boot command to verify that the new code will be used on boot.
show boot

disabled (next boot: disabled)
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The system is ready to reload and begin using the new code.
acm-sw-3560#reload

After the device has reloaded check the version of code the device is running.
show version

Device has been successfully upgraded to a new code.
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Changing Windows Server 2012 R2 Name

Installing Hyper-V

Configuring IP address and DNS on Windows Server 2012 R2
Configuring Windows Server 2012 R2 to use NTP
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Changing Windows Server 2012 R2 Name

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Changing server name:
In the Server Manager, click on the current name of the server.

5 PROPERTIES
. For WIN-4LMNJ2TF1EP|

Computer name

Workgroup

Windows Firewall
Remaote management
Remote Desktop

NIC Teaming

vEthernet {Intel(R) Ethernet Connection 1217-V - Virtual Switch)

Operating system version

Hardware information

WIN-4LNJ2TF1EP!
WORKGROUP

Private: On

Enabled

Disabled

Disabled

IPv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2012 R2 Standard

Gigabyte Technolegy Co., Ltd. Z87X-UD3H

Last installed updates
Windows Update

Last checked for updatq

Windows Error Reportir
Customer Experience Ir
IE Enhanced Security Cd
Time zone
Product ID

Processors
Installed memory (RAM

Total disk space

In this window, select the “Change..

System Properties

Computer Name | Hardware | Advanced | Remote |

.” button to configure the new name of the server.

=~ onthe network.

E’I&L Windows uses the following information to identify your computer

Computer description:

For example: "1lS Production Server” or
"Accounting Server”.

Full computer name: WIN-4LNJZTF1EFI
Workgroup: WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

ok || cancel

Apply
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In the dialog that appears, enter the desired name of the server and click “OK”.

Computer Name/Domain Changes -
‘You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
ACM-VM-HOST-1 |

Full computer name:
ACM-VM-HOST-1

Member of

() Domain:

(®) Workgroup:
WORKGROUP |

[ ok |[ cancal |

For this name change to take effect, the server must be rebooted.

System Properties =
WIN-4LNJ2TF1EP|
Computer Name/Domain Changes | * WORKGROUP
‘You can change the name and the membership of this mputer
computer. Changes might affect access to network resources.

Computer Name/Domain Changes

Computer name:

ACMVM-HOST-1 You must restart your computer to apply

Full computer name: these Changes

o ) 1
ACM-VM-HOST-1 Before restarting, save any open files and close all
programs,
Member of
: -OK
() Domain:
= F
(®) Workgroup:
VWORKGROUP |
[ ok |[ cance |
| oK | | Cancel | Apply
r

After reboot the name change is complete.



Installing Hyper-V

These instructions are for installing Hyper-V on Windows Server 2012 R2

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Start with a clean installation of Windows Server 2012 R2

Adding the Hyper-V Role:
In order to add the Hyper-V, access the Server manager and click on the “Manage” drop down.
Then, select the “Add Roles and Features” option.

@ | I' Manage Tools View Help
Add Roles and Features

Remaove Roles and Features

Add Servers

Create Server Group

r Server Manager Properties

This will bring up the Add Roles and Features Wizard. “Role based or feature-based installation”

is the option that is appropriate for adding Hyper-V. Click Next.
= Add Roles and Features Wizard = | o [

DESTINATIOM SERVER

SE‘|€‘Ct insta | |at-0n ty‘pe WIN-ALNJ2TFIEPI

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext > nsta Cancel
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In this window select, the server to add the Hyper-V Role. Click “Next” when the server has
been selected.

DESTINATIOM SERVER

Select destination server TR

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool
O Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

WIN-4LNJ2TF1EPI 10.1.1.240 Microsoft Windc

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next > | | Install | | Cancel

In this list is where the Hyper-V option is located. Check the box for Hyper-V. Click Next.

DESTINATIOM SERVER
Select server roles WIN-ALN2TE D
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection e r—— ~ Active Directory Certificate Services
= == (AD CS) is used to create
[ Active Directory Domain Services certification authorities and related
Featurss [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services ""‘? rnanage ct_ertlﬁcates usedina
variety of applications.
[] Active Directory Rights Management Services
[] Application Server -
[] DHCP Server
[ DNS Server
[] Fax Server
b [m] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services -
[] Print and Document Services
[ Remaote Access
[] Remote Desktop Services —
v
< Previous | | Next > | | Install | | Cancel
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A dialog box will appear with a list of dependent features, which must be installed along with

Hyper-V. These are required for the operation of Hyper-V. Click “Add Features” and click Next

again to continue.

Add features that are required for Hyper-V?

The following tools are required to manage this feature, but do not
have to be installed on the same senver.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Hyper-V Management Tools
[Tools] Hyper-V Module for Windows PowerShell
[Tools] Hyper-V GUI Management Tools

This window is where features would be added, however, no additional features need to be

Include management tools (if applicable)

installed at this time to complete the Hyper-V installation. Click Next.

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Hyper-v
Virtual Switches
Migration
Default Stores

Confirmation

Select one or more features to install on the selected server.

DESTINATIOM SERVER
WIN-ALMJZTFIEPI

Features Description
E—— A .NET Framework 3.5 combines the
LNET Framework 3.5 Features power of the .NET Framework 2.0
I [m] .NET Framework 4.5 Features (2 of 7 installed) APls with new technolagies for
b [ Background Intelligent Transfer Service (BITS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
) your customers' personal identity
[ sitlocker Network Unlock information, enable seamless and
[ BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[ Group Policy Management
[] 1S Hostable Web Core
[J Ink and Handwriting Services
— . - . — W
<| " BE
< Previous | | Next > | | Install | | Cancel
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Here is where the configuration of the various Hyper-V specific options begins. Click Next.

Hyper-V

Before You Begin
Installation Type
Server Selection

Server Rolas

Features

Virtual Switches
Migration
Default Stores

Confirmation

DESTINATIOM SERVER
WIM-ALMJZTF1ERI

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.

You can use virtual machines to consolidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software.

Things to note:

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines,

More information about Hyper-V

| < Previous | | Mext = | | Install || Cancel |

First, a virtual switch must be created for the Virtual machines Hyper-V. These VMs will use this
switch to communicate with the rest of the network while only being physically connected to one
Ethernet cable. Check the box next to the Ethernet adapter to use for the virtual switch and click

“Next”.

Before You Begin
Installaticn Type
Server Selection
Server Rolas

Features

Hyper-¥

Migration
Default Stores

Confirmation

DESTINATIOM SERVER

Create Virtual SWitCheS WIN-4LNJZTE1EPI

Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
«can add, remove, and medify your virtual switches later by using the Virtual Switch Manager.

Metwork adapters:
Mame Description
Ethernet Intel(R) Ethernet Connection [217-V

(i) We recommend that you reserve ane network adapter for remote access to this server, To reserve a
~ network adapter, do not select it for use with a virtual switch,

< Previous | | Mext > | | Install | | Cancel
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Virtual Machine Migration

Before You Begin
Installation Type
Server Selection
Server Rolas
Features

Hyper-V

Virtual Switches

g

Default Stores

This tutorial will not be utilizing the Migration feature. Click “Next” to skip.

DESTINATIOM SERVER
WIM-ALMNJZTF1ERI

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

[ Allow this server to send and receive live migraticns of virtual machines

—Authentication protocol
Select the protocol you want to use to authenticate live migrations.

(@) Use Credential Security Support Provider (CredSSP)
This protocol is less secure than Kerberos, but does not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.

() Use Kerberos
This protocol is more secure but requires you to set up constrained delegation in your

Confirmation environment to perform tasks such as live migration when managing this server remotely.

/i, Ifthis server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying netwerks, when you create the cluster.

| < Previous | | Next > | | Install || Cancel |

Here is where the default storage locations of the VMs will be. The defaults can be used or
custom folders can be created. Click “Next”.

DESTIMATIOM SERVER
WIN-ALMJZTF1EPI

Default Stores

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Before You Begin
Installation Type

Server Selaction

Default location for virtual hard disk files:
Server Roles

CAVMs\WHD

Features

Hyper-vV Default location for virtual machine configuration files:

Virtual Switches CAVMs\Configuration Files

higration

Canfirmation

< Previous | | Next > | | Install | | Cancel




Configuration of Hyper-V is now complete and the install process can begin. Click “Install” to
begin the installation of the new role onto the server. A restart will be required before these
changes can take effect.

DESTINATIOM SERVER

Confirm installation selections WIN ANTEEP

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

server Roles their check boxes.

Features

Hyper-v Hyper-V
Remote Server Administration Tools

Virtual Switches
_ _ Role Administration Tools
Migistey Hyper-V Management Tools

Default Stores Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools

Export configuration settings
Specify an alternate source path

[ <Previous | | New> | [ nstall | [ cancel

Once the install is finished, click “Close” and restart the server.

DESTINATION SERVER

Installation progress WIN-GLUZTEIED

View installation progress

A, Feature installation
|
A restart is pending on WIN-4LNJ2TF1EPI. You must restart the destination server to finish the

installation.
Hyper-V
R te Server Administration Tools

Role Administration Tools
Hyper-V Management Tools
Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | | Close | | Cancel

Installation of Hyper-V is complete.
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Configuring IP address and DNS on Windows Server 2012 R2

These instructions are for setting a static IP and DNS on Windows Server 2012 R2

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader
to better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Start with a clean installation of Windows Server 2012 R2

Setting a Static IP address and DNS server:
Right click on the network icon in the taskbar and select the “Open Network and Sharing Center”.

Troubleshoot problems

:| Open Metwork and Sharing Center |
T:28 PFM
2 i

In the Network sharing Center select the “Change adapter settings” option in the top left corner of
the window.

Control Panel Home

I Change adapter settings I

Change advanced sharing
settings

Select the adapter that is connected to the network. In this case, it will be the virtual switch adapter
used by Hyper-V. Right click on the adapter and select “Properties”.

< Metwork Connections

T 1-' « MNetwork and Internet » Metwark Connections » v O Sei

Organize =  Disable this network device  Diagnose this connection  Rename this connection =

L" Ethernet L" vEthernet (Intel(R) Ethernet
-._? Enabled ‘_J? Connection [217-Y - Virtual Switch)
@> |ntel(R) Ethernet Connection 1217-V t— Unidentified network
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Scroll down to the bottom and select the “Internet Protocol Version 4 (TCP/IPv4) and select

“Properties”.

Metworking

. vEthernet (Intel(R) Ethernet Connection I217—_-

Connect using:

LF  Hyper-V Vitual Ethemet Adapter #2

This connection uses the following tems:

4B 05 Packet Scheduler ~
[ -2 Hyper-V Bxtensible Vitual Switch

[J -t Microsoft Network Adapter Multiplexor Protocol

i Link-Layer Topology Discovery Mapper 140 Diriver

& Link-Layer Topology Discovery Responder =
. |ntemet Protocol Version 6 (TCP/IPVE)

P Intemet Protocol Version 4 (TCP/IPv4) v
4 m ¥
Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocal that provides communication
across diverse interconnected networks.

[ ok || Cancel

Select “Use the following IP address” and enter the IP address information of the device and the
default gateway information. Then select “Use the following DNS server addresses” and enter the

desired DNS server.

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 172. 24 .64 . 21
Subnet mask: 255.255.240. 0

Default gateway: 172.24 .64 . 1

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 172. 24 .64 . 22

Alternate DNS server:

|

[validate settings upon exit

| OK | | Cancel
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Now hit the “Advanced...” button to open the advanced IP configurations dialog. Then, select the
DNS tab.

Here, select the “Add...” button under the DNS suffix option.

| 1P settings | ONS | wing |

DMS server addresses, in order of use:
172,24.64.22

Add... || Edit... || Remave |

The following three settings are applied to all connections with TCR/IP
enabled. For resolution of ungqualified names:

() Append primary and connection specific DNS suffixes
["] Append parent suffixes of the primary DNS suffix
(@) Append these DNS suffixes (in order):

| add.. ||| Edit.

DNS suffix for this connection: |

[w] Register this connection's addresses in DNS
[ Use this connection's DNS suffix in DNS registration

In the dialog that appears, enter the domain name suffix of the network. In this case, enter
“tydrous.tv”.

Domain suffix:
tydrous. tv

Configuration of static IP address and DNS server is complete.



Configuring Windows Server 2012 R2 to use NTP

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Configuring NTP Clock
To configure Windows server 2012 to use NTP click on the clock in the bottom right of the
screen. This will bring up the calendar window.

Tuesday, March 24, 2015

March 2015 4

1 /\
Su Mo Tu We Th Fr Sa i,
2 23 24 25 2% 27 28

1 2 3 4 35 6 7 |7

g8 9 10 1 12 13 14 L
15 16 17 18 19 20 21 \,
2 2 25 26 27 28 -
2930 31 1 2 3 4

IChangr: date and time settings... I

6:51 PM
=R 3/24/2013

Once the Calendar is open click on the button “Change date and time settings”. This will bring
up the windows to edit the Internet time.

Date and Time -

Date and Time | Additional Clocks || Internet Time | I
|

Y =
' ~

Date:
Tuesday, March 24, 2015

Time:
6:52:13 PM

| '5'Change date and time...

Time zone

(UTC-05:00) Eastern Time (US & Canada)

| Change time zone...

Daylight Saving Time ends on Sunday, Movember 1, 2015 at 2:00 AM. The
clock is set to go back 1 hour at that time.

Motify me when the clock changes

oK | | Cancel Apply

]

Click on “Internet Time”.
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| Date and Time | Additional Clocks | Internet Time

This computer is set to automatically synchronize with ‘acrm-ntp-1",

Mext synchronization: 3/30/2015 at 5:02 PM

An error occurred while Windows was synchronizing with acm-ntp-1.

The clock was most recently synchronized on 3/24/2015 at 5:02 PM.

# Change settings...

Configure Internet time settings:

[#] Synchronize with an Internet time server

Server: | acm-ntp-1 V| | Update now ||

The clock was successfully synchronized with acm-ntp-1 on 3/24/2015 at
T:05 PM.

This will bring up the dialog box where the time server can be selected. Type in the name of the NTP
server to use in the server box and click “Update now”. Then click “OK”.

Configuration of Windows server 2012 R2 for NTP is complete.
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Basic Linux Server Configurations

Installing Ubuntu Server 14.04

Changing an Ubuntu Server 14.04 Hostname

Configuring Ubuntu server 14.04 Ethernet interfaces
Configuring Login Banner Messages on Ubuntu Server 14.04
Configuring Ubuntu server 14.04 as a Syslog Client
Configuring Ubuntu server 14.04 As a SNMP Agent
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75
76
78
80
81
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Installing Ubuntu server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Downloading the ISO file:
Navigate to www.ubuntu.com/download/server and click on the “Download” button. The
download should start automatically once the next page loads.

€ C [ www.ubuntu.com/download/server Wl

n Community Ask! Developer Design Discourse  Hardwar: nsights Juju  Partners  Shop More -

u b un tue Cloud Server Desktop Phone Tablet v Management Download

Server ARM POWERS

Download Ubuntu Server

Ubuntu Server 14.04.2 LTS

The Long Term Support version of Ubuntu Server, including the Icehouse release
of OpenStack and support guaranteed until April 2019 — 64 bit only.

Recommended For most users. Download

Ubuntu Server 14.04.2 LTS release notes®
Alternative downloads and torrents »

Download Complete

Creating a Virtual Machine:
If a virtual machine has already been created, it may be easier to simply import the
already created template virtual machine rather than complete the remainder of the
installation process.

Once the ISO file has been downloaded, the Ubuntu Server to be installed.

Start by opening the Hyper-V Manager. Once this is open select the “Action” drop down to
“‘New” and the “Virtual Machine...”.
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http://www.ubuntu.com/download/server

=

File | Action | View Help

Hy|

@

New

» Wirtual Machine...

gBH

|

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAM Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

Help

Hard Disk...

Floppy Disk...

a

3

o I O A A G G =
EEEREEEERE

Che

This will open, a new window where the name of the Virtual Machine can be specified. There is

also an option to save the virtual machine in a location other than the default. Once finished,

click the “Next” button.

A

Summary

Spedfy Name and Location

Spedify Generation
Assign Memory
Configure Networking
Connect Virtual Hard Disk
Installation Options

New Virtual Machine Wizard

FAJ Specify Name and Location

Before You Begin

Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Mame: |Basic Install

You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server.

Store the virtual machine in a different location

Location: |C: WMs'\Configuration Files),

|| Browse...

/1, If you plan to take checkpeints of this virtual machine, select a location that has enough free
space. Checkpeints indude virtual machine data and may require a large amount of space.

| < Previous |I| MNext = |I| Einish

|| Cancel |

The next window offers a choice between two options: Generation 1 and Generation 2. For the

purposes of this tutorial, Generation 1 is acceptable. Click “Next” when finished.
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LS New Virtual Machine Wizard -

p*lr Specify Generation
| o

Before You Begin Choose the generation of this virtual machine.

Spedify Name and Location

® Generation 1

fy Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in

Assign Memary previous versions of Hyper-V.

Configure Networking ) Generation 2
. ) This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and
St Pl EE PXE boot using a standard network adapter. Guest operating systems must be running at least
Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary 1\, Once a virtual machine has been created, you cannot change its generation.

< Previous Mext = | FEinish || Cancel |

The next screen allows for the allocation of system memory to the VM. 2 Gigabytes of memory,

or 2048 MB, should be sufficient for the basic Ubuntu server installation. This amount can be

altered later. Check the “Use Dynamic Memory” option to allow Hyper-V to dynamically assign

memory to the virtual machine as needed during operation. Click “Next” when finished.

" New Virtual Machine Wizard -
| .
[ | Assign Memory
|
Before You Begin Specify the amount of memory to allocate to this virtual machine, You can spedfy an amount from 32
. d . MB through 13218 MB. To improve performance, specify more than the minimum amount recommended
Specify Name and Location for the operating system.

Specify Generation St T memar ME
Configure Networking

. X nj&n When you dedde how much memory to assign to a virtual machine, consider how you intend to
Eamec inalla bk ~ use the virtual machine and the operating system that it will run.

Use Dynamic Memory for this virtual machine.

Installation Options

Summary

< Previous |I| Mext = ||| Einish || Cancel
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Next, the Ethernet interface needs to be assigned to the VM. When using multiple VMSs' it is

necessary for a virtual switch to be used. Select from the drop down. A new virtual switch may

need to be created. Click “Next” when finished.

- New Virtual Machine Wizard =3
rkll Configure Networking
Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Name and Location !

Specify Generation Connection: |Intel(R) Ethernet Connection I217-V - Virtual Switch v |

Assign M Mot Connected
I EY Intel(R) Ethernet Connection 1217-V - Virtual Switch
Configure Networking

Connect Virtual Hard Disk

Installation Options

Summary

< Previous | Next > || Finish || Cancel

Next the virtual hard disk needs to be created. This is where the operation system will be
installed. Do not forget to change the value of the virtual hard disk. This could create a virtual
hard disk that is larger than necessary. A 30GB hard drive should be more than enough.

s New Virtual Machine Wizard -
f*'[ Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specify Mame and Location storage now or configure it later by modifying the virtual machine’s properties.

Spedify Generation (@) Create a virtual hard disk

eI Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Netwarking Name: [Basic Install.vhdx |
Connect Virtual Hard Disk Location: |C: WMs\Configuration Files\Basic Install\Virtual Hard Disks', | | Browse...
Installation Options
Size: 30| GB (Maximum: 64 TB)
oy [ =
() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or YHDX format.
C:\WMsWHDY
() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.
 —
< Previous | I| Mext = I | Einish | | Cancel
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Next is where the ISO downloaded previously will come into play. Select the “Install an
Operating system from a bootable CD/DVD-ROM” Option and then “Image file(.iso):” Now
browse to the location of the ISO downloaded previously and click “Next” to continue.

i New Virtual Machine Wizard -

il

[ *I Installation Options
IS

Before You Begin ‘You can install an operating system now if you have access to the setup media, or you can install it
later.
Specify Name and Location

Specify Generation () Install an operating system |ater

Assign Memory (®) Install an operating system from a bootable CD/DVD-R.OM

Configure Metworking Media
Connect Virtual Hard Disk O Physical CO/DVD drive: |E:

Installation Options ® Image file (.isa): |C: \Users\Administrator \Documents\COperating Sy:| | Browse...
Summary

() Install an operating system from a bootable flappy disk

() Install an operating system from a network-based installation server

|<Erevious |I| Mext = ||| Einish || Cancel |

A summary of all the parameters configured in the process are displayed. Click “Finish” to
complete the VM creation.

LS New Virtual Machine Wizard -

r:gk! Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Mame and Location 4

Spedfy Generation PETTIE

Assign Memory Mame: Basic Install

Configure Networking Generation: Generation 1

) ) Memary: 2043 MB
Connect Virtual Hard Disk Metwork: Intel(R) Ethernet Connection 1217-V - Virtual Switch
Installation Options Hard Disk: C:\WMs'\Configuration Files\Basic Install\irtual Hard Disks\Basic Install. vhdx (VHC
Operating System:  Will be installed from C:\Users\Administrator\Documents\Operating System IS0s)
< m >

To create the virtual machine and dose the wizard, dick Finish.

= ==

Creation of Virtual Machine Complete.



Installation of Ubuntu 14.04:

Now that the virtual machine is created, the Ubuntu Operating system needs to be
installed. Go to the Hyper-V Manager and right click on the Virtual machine that was just
created. Select the “Start” option and then the “Connect” option. This will begin the
startup process of the new virtual machine and the VM will automatically boot to the ISO

that was previously specified.

Connect...

éi !iiiEIiiiHi'I'lllllllllllllI!'!IlllIIIIIIIIIIIIIIIIIIIIIIII
Connect...

Settings...

Start

Checkpoint

Mowe...

Checkpoints Export..

Rename...

e has no

Delete...
Enable Replication...

Help

From this point on, the installation process is the same as a dedicated server. The
only difference is that when booting for a normal server, a flash drive or CD/DVD
would be used as the boot media instead of an ISO file.

Once the server has finished booting, the installation process can begin. Select a

language to continue.

Language

Amharic
Arabic
Asturianu
Benapyckas
BrArapcKn
Bengali
Tikbetan
Bosanski
Catald
Cedting
Dansk
Deutsch
Dzongkha Jafamnmo
EhAMULED kazak

il Khmer
A

MakeaoHCKK
Malayalam
Harathi
Burmese
Mepali
Mederlands
Morsk hokmal
Morsk nynorsk
Pun jabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
ROm&Na
Pycckun
Samegillii
2oz
Slovencina
Slovenscina
Shoip
CpnCKn
Svenska
ihility

Francais
Gaeilge
Galego
Gujarati
nau
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiana

S

Esperanto
Espafiol Th=04
Eesti Kurdi
Euskara Lao
Lietuviskai
Latviski
Fz L 28 F3 nap F4 Modes

s

F1 Help

Tamil
57 eaRa

Thai

Tagalog
Tlrkce
Uyghur
YEpPalHCEKE
Tigng Wit
(TR 46
IS

F& Other Options
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Once the Language is selected, the installation screen will be shown. Select “Install

Ubuntu Server.

F1 Help F2

ubuntu®

Multiple

Check

essibility

F6 Other Options

This will begin the installation process where again a language will need to be selected.

Language:

<Go Back:>

C

filbanian

firabic

fizturian

Basgue

Belarusian

Bosnian

Bulgarian

Catalan

Chinese (Simplified)
Chinese (Traditional)

Croat ian
Czech
Danish

*1ish
Ezperanto
Estonian
Finnish
French
Galician
German
Greek

[11] Select a language |

Mo localization
shaip

o
fAsturianu
Euskarsa
benapyckan
Bosansk i
BwArapckn
Catald

H (R )
R (ER)
Hruatski
Cestina
Dansk
Mederlands
English
Esperanto
Eesti
Suami
Francais
Galego

Deutsch
EhdnL LKD

Choose the languasge to be used for the installation process. The selected language will
also be the default language for the installed sustem.

<Enter: activ

s huttons
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Set the location of the server. This will be used for time purposes.

[11] Select your location f

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where dou live.

This is a shortlist of locations based on the language you selected. Choose 'other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kaong
India
Ireland

New Zealand
Nigeria
FPhilippines
Singapore
South Africa

2 imbabwe
other

<Go Back:

huttons

The keyboard layout will need to be determined. Select “No” for the detect configuration
of the keyboard layout.

['] configure the keyboard |

You can try to have your keyboard layout detected by pressing a series of keys. If you do
not want to do this, you will be ahle to select your keyboard layout from a list.

Detect keyboard layout?

<Go Back> Sesy [<hiox |
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Select the appropriate keyboard layout.

[1] Configure the keyboard |

The layout of keyboards waries per country, with some countries having multiple comman
layouts. Please select the country of origin for the kedyboard of this computer.

Country of origin for the keyhoard:

Armenian
Azerbaijani
Bambara
Bangla
Belarusian
Belgian
Bosnian
Braille
Bulgarian
Burmese
Chinese
Croatian
Czech
Danish
Dhivehi
Dutch
Dzongkha
English (Cameroon)
English (Ghana)
English (Migeria)
English (South Africal
Englizh (UK}

el ish

<Go Back:

<Enter> actiwvates buttons

[1] Configure the kewboard |
Flease select the layout matching the keyhoard for this machine.

Keyboard lauout:

Us) - Cherokee

([} English (Colemak)

us) English {Dvorak alternative international no dead keys)
US) - English (Dvorak)

Us) - English (Dvorak, international with dead keus)

[[=] English (Macintosh)

us) English {US, alternative international)

English (US) English (US, international with dead keys)

English (US) - English (US, with euroc on 5)

English (
({
{
{
[
({
{
E

English (US) English (Workman)
{
{
({
{
{
{
({
{
{

English
English
English
English
Engliszh
English

English (US) English {Horkman, international with dead keys)
English (US) English (classic Dworak)

English (US) - English (international AltGr dead keus)

English (US) English {left handed Dworak)

English (US) English {programmer Dvorak)

English (US) English (right handed Dworak)

English (US) - English (the dividesmultiply keys toggle the layout)
English (US) Russian (US, phonetic)

English (US) - Serbo-Croatian (US)

<Go Back:

Ubuntu will begin the process of loading all of the necessary files for the installation
process. After this process is complete, the server will automatically detect an IP
address using DHCP. Once this auto detection is complete, a hostname will need to be
set for the installation of Ubuntu. Hit Tab and Enter to continue.
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['] Configure the network |

Please enter the hostname for this system.

The hostname is a single word that identifies your suystem to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<Go Back: <Cantinues

Now a basic user will need to be created. A generic username and password will be used in this

tutorial, but any username and password can be used here. Hit Tab and Enter to continue.

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<50 Back: <Cantinue:

Enter a username. Hit Tab and Enter to continue.

[11] Set up users and passwords |
Select a username for the new account. Your first name is a reasonable choice. The
username should start with & lower-case letter, which can be followed by any combination
aof numbers and more lower-case letters.

Username for your account:

<Go Back: <Cont inue:

Enter a password. Hit Tab and Enter to continue.

[11] Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose a password for the new user:

<Go Back: <Cont inue>
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Verify the password previously entered. Hit Tab and Enter to continue.

[11] 8et up users and passwords

Please enter the same user password again to wverify you have typed it correctly.

Re-enter password to verify:

<Go Back: <Cont inue>

The Ubuntu Server gives the option of encrypting the home directory of this user.

| [1] Set up users and passwords |

You may configure your home directory for encryption, such that any files stored there
remain private even if your computer is stolen.

The sustem will seamlessly mount your encrypted home directory each time you login and
automatically unmount when you log out of all active sessions.

Encrypt your home directory?

<Go Back> <Yesy [ <Ho>|

Now Ubuntu will attempt to set up the clock. Verify the information presented.

['] Configure the clock |
Based on your present physical location, your time zone is AmericasNew_York.
If this is not correct, you may select from a full list of time zones instead.
Is this time zone caorrect?

<Go Back:

Begin partitioning the hard drive of the server. Select the option “Guided - use entire disk and
set up LVM.

| ['1] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still hawve a chance later to rewiew and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LWH
Guided - use entire disk and set up encrypted LWM
Manual

<Go Back:




There may be a list of options if several hard drives are connected to the server. Select the
desired to be the boot hard drive.

{ [11] Partition disks F

Note that all data on the disk you select will be erased, but not before uou have
confirmed that you really want to make the changes.

Select disk to partition:

1t WVirtual Di

<Go Back:

More advanced partition options are available, however this tutorial will not cover them. Select
“Yes” to continue hard drive partitioning.

[11] Partition disks |

Before the Logical Yolume Manager can be configured, the current partitioning scheme has
to be written to disk. These changes cannot be undone.

After the Logical wolume Manager is configured, no additional changes to the partitioning
scheme of disks containing physical wolumes are allowed during the installation. Please
decide if you are satisfied with the current partitioning scheme before continuing.

The partition tables of the following dewices are changed:
SCSIZ (0,0,0) (sda)

Write the changes to disks and configure LwH?

The default value is the full size of the disk. Hit Tab and Enter to continue.

['] Partition disks |

You may use the whole volume group for guided partitioning, or part of it. If you use
only part of it, or if uyou add more disks later, then vou will be able to grow logical
volumes later using the LYM tools, so using a smaller part of the volume group at
installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 3.0 GB (or 9%); please note that
the packages you choose to install may reguire more space than this. The maximum
availahle size is 32.0 GE.

Hint: "max' can be used as a shortcut to specify the maximum size, or enter a percentage
(e.g. "20%'") to use that percentage of the maximum size.

Amount of wolume group to use for guided partitioning:

<Go Back: <Cont inues
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To complete the partitioning of the disk, hit “Yes”.

| [11] Partition disks |

If you continue, the changes listed below will be written to the disks. Otherwise, uou
will he ahle to make further changes manually.

The partition tables of the following devices are changed:
L¥M VG hasic-install-wg, LY root
L¥M VG basic-install-wvg, LY swap_1
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
L¥M VG basic-install-wg, LV root as extd
L¥M VG hasic-install-wg, LY swap_1 as swap
partition #1 of SCSI3 (0,0,0) (sda) as ext2

Hrite the changes to disks?

<Noz»

At this point, the installation process will begin working on writing information to the hard disk,
which was just partitioned. This can take quite a while depending on the system.

After this process has finished, a dialog box will appear asking about any proxy settings. This
can be left blank. Hit Tab and Enter to continue.

[!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this hlank.

The proxy information should be given in the standard form of
"http: s/ [[user] [:pass]@lhost [:port] 2",

HTTP proxy information (blank for nonel:

<Go Back: <Cantinue:

After this Ubuntu will begin configuring apt which is used to update and install packages in
Ubuntu. After that is complete, the server will begin to install packages. Once this is finished, the
server will ask what time of update management should be used. Automatic updates can be
used, but for this tutorial no automatic updates will be selected.

1 [!] Configuring tasksel f

Applying updates on a freguent hasis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this system autometically download and install
security updates, or you can choose to manage this system over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

Mo automatic updates
Install security updates automatically
Manage system with Landscape
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Here are some other optional packages that can be installed. Only the OpenSSH server will be
selected in this tutorial. Installation of other protocols will be covered in other tutorials done post
operating system installation. Use the arrow keys to move up and down and spacebar to select
the packages to install. Hit Tab and Enter to continue.

| [!] Software selection |

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

<Cont inues

This package will now be downloaded and installed. This will take a while.

Finally, once the installation is finished the server will ask if GRUB should be installed to the
master boot record. Since this is the only operating system being installed on this server, select

”

“Yes”.

[!] Install the GRUE boot loader on a hard disk |
It seems that this new installation is the only operating system on this computer. If =so,
it should he safe to install the GRUB boot loader to the master boot record of your first
hard drive.

HWarning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to hoot it.

Install the GRUB boot loader to the master boot record?

<Go Back:

After this dialog, the installation is finished. Hit continue to reboot the server. If doing a VM
installation, Hyper-V will automatically remove the ISO from the boot options. If installing on a
physical server, remove the boot media before rebooting.

[11] Finish the installation |

Installation complete
Installation is complete, so it i1s time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), =so that you boot into the new system rather

than restarting the installation.

<Go Back: <Cont inues
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After reboot, a screen similar the screen picture below should appear and the server is now
ready for further configuration.

buntu 14.04.1 LTS basic-install ttyl

basic-install login: _

Installation of Ubuntu Server 14.04 is Complete.
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Changing an Ubuntu Server 14.04 Hosthame

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Editing the Hosts file:

In order to change the hostname of an Ubuntu device, there are two files that need to be edited.
sudo vim /etc/hosts

isco@basic-install:™5 sudo vim setcshosts_

The default configuration of this file will look similar to this.
localhost
basic-install.tydrous.tu basic-install

t The following lines are desirable for IPu6 capable hosts
HE localhost ipb6—localhost ipb-loopback

FfoZ::1 ipb-allnodes

FfoZ::2 ipb-allrouters

Here is what renaming an Ubuntu server host looks like when the name is changed to renamed-

install. Save and exit the file when finished.

127.0.0.1 localhost

127.0.1.1 renaned—install.tydrous.tv_

172.24.79.1 renamed-install.tydrous.tu

tt The following lines are desirable for IPvb capable hosts
: localhost ipb-localhost ipb-loopback

ffOZ::1 ipb-allnodes
FfoZ2: 2 ipb-allrouters

The second file that needs to be edited is the hostname file:
sudo vim /etc/hostname

This file will only contain one line, which can be replaced with the new name of the server. Save
and exit the file when finished.

After that file has been edited, the server needs to reboot for the change to take effect.
sudo reboot

Ubuntu Server name change complete.
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Configuring Ubuntu server 14.04 Ethernet interfaces

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Editing the interfaces file:
sudo vim /etc/networking/interfaces
#This file holds the interface IP address information loaded on boot.
#Opens the file using vim for editing with write privileges
#Hit the “i” key to enter insert mode in vim

The file will look similar to this:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(b).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto ethO
iface ethO inet dhcp

This configuration of the primary network interface is using DHCP to obtain an IP address. This
is not the ideal setup for a server. To set a static IP address, comment out both of the
statements for the primary network interface and add the following:

auto ethO

iface ethO inet static
address 172.24.64.27 #IP address of the server or host
gateway 172.24.64.1 #Default gateway of the subnet
netmask 255.255.240.0 #Subnet mask
network 172.24.64.0 #Network address of the subnet
broadcast 172.24.79.255 #Broadcast address of the subnet
dns-nameserver 172.24.64.22 #IP of the DNS server.

If the DNS server is not yet configured on the network, use one of the gateway devices as the
DNS server temporarily. 172.24.64.2 or 172.24.64.3

The final file should look similar to this:

# The loopback network interface
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auto lo
iface lo inet loopback
# The primary network interface

#UNCOMMENT TO RE-ENABLE DHCP
#auto ethO
#iface ethO inet dhcp

#STATIC IP CONFIG

auto ethO

iface eth0 inet static

address 172.24.64.22

gateway 172.24.64.1

netmask 255.255.240.0
network 172.24.64.0

broadcast 172.24.79.255
dns-nameservers 172.24.64.22
dns-domain tydrous.tv

#0Once this information has been added, save and exit the file.
#In vim, hit the “Esc” key, type “:wq”, and hit “Enter”

Now, either restart the networking daemon or reboot the server
sudo service networking restart

or
sudo reboot

Configuration of Ethernet Interface is complete.



Configuring Login Banner Messages on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Creating the banner message file:
By default, the banner message file that is used is the issue.net file
sudo vim /etc/issue.net

Any information that is currently in the file can be deleted and replaced with a custom banner
message. Here is an example banner message:

Access Restricted!

These devices are the property of the University of Akron Student
Chapter of the ACM. Access to network resources is restricted to
authorized personnel only. Please disconnect immediately if you are
not an authorized user. All activity on these devices is logged.

Save and exit the file when the custom message has been entered.
Banner message creation complete.

Editing the SSH config file to show the Banner message:
By default, SSH does not enable this feature. Open the sshd_config file and scroll close to the
bottom of the file.
sudo vim /etc/ssh/sshd_config

Uncomment the line “Banner /etc/issue.net”. This is the default file and path used for this
feature, but this can be changed to be anything if desired.

Configuration of the SSH config file is complete.
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Restart the SSH Process:

Now that the files have been configured, the SSH process has to be restarted for these changes

to take effect.
sudo service ssh restart

o
(]

[

™
o
o

m m
it
fu

SSH Process has been restarted.

Verifying the operation of the SSH Banner Message:
At this point, the device should be ready for testing SSH to the device using form of terminal

emulator or another Linux machine. If the configuration was completed successfully, the
message should display after a username has been entered.

» Aol

SSH banner message on Ubuntu Server 14.04 is complete.
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Configuring Ubuntu server 14.04 as a Syslog Client

These instructions are for configuring rsyslog as a client on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Alterations to Client Configuration file:

In order for devices to make use of this new server, an addition needs to be made to the rsyslog

file. The following statement needs to be added to any participating Ubuntu servers. This IP
address is the IP of the syslog server:

**@172.24.64.26

Save and exit the file.

Alterations to Client Configuration file are complete.

Restarting the client rsyslog Process:

Now that the file has been configured to use an external syslog server, the rsyslog process

needs to be restarted.
sudo service rsyslog restart

jacm—dns-1:~5

Now that the client is finished setting up the rsyslog service, the logs should be visible in the
directory specified in the previous step.

Configuration of rsyslog is complete.
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Configuring Ubuntu server 14.04 as a SNMP Agent

These instructions are for installing SNMPD on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Installing the SNMPD Package:

sudo apt-get update #Updates the apt list of packages
sudo apt-get install snmpd #Installs the snmpd package
Type “y” for yes to verify installation of this package if prompted.

Editing the interfaces file:
Save a backup of the original configuration file
sudo mv /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.back

Create and edit the snmpd.conf file. Alter information for specific device:
sudo vim /etc/snmp/snmpd.conf

aming room"

rocommunity = the read only community string
syslocation = Text description of location of device
syscontact = Contact information for technician responsible for device.

rocommunity AKacmRe@dON!y
syslocation "ACM Akron Childs Play Rack B Right side of PC Gaming room"
syscontact Nicholas Bordo @ 123-456-7890

Edit the snmpd file to use the file previously configured. Comment out the existing line and add
in the line as follows.

sudo vim /etc/default/snmpd

SNMPDOPTS="-Lsd -Lf /dev/null -u snmp -l -smux -p /var/run/snmpd.pid -c /etc/snmp/snmpd.conf’
Save and exit the file.

Restart the snmpd process
sudo service snmpd restart

SNMP Agent Configuration Complete
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DNS Server Setup

These instructions are for installing Bind9 on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Start with a clean installation of Ubuntu 14.04
Refer to the instructions on how to install Ubuntu Server 14.04 for a clean installation.

Set the interface information for the server:
Refer to the instructions for configuring Ubuntu Server 14.04 Ethernet interfaces.
NOTE:

In this setup, use the default gateway address as the DNS name server. Since the DNS
server is not yet working, this server will need to use the DNS function of the gateway in order to

download the Bind9 package later in these instructions. Use the example in the Configuring
Ubuntu Server 14.04 Ethernet interfaces instructions.

Set hostname of server:
Refer to the instructions for changing an Ubuntu Server 14.04 hostname.

Installing the DNS Server Package Bind9:
sudo apt-get update #Updates the apt list of packages
sudo apt-get install bind9 #Installs the Bind9 package

Type “y” for yes to verify installation of this package if prompted.

Beginning Bind9 Configquration:

First file to edit is “/etc/bind/named.conf.options
Before editing, create a backup of the named.conf.options
sudo cp /etc/bind/named.conf.options /etc/bind/named.conf.options.back

sudo vim /etc/bind/named.conf.options

The file will look similar to this. Comments have been removed for clarity.
pptions {
directory “svar-scache-shind";

dnssec—-validation auto:

auth-nxdomain no: # conform to RFC1035
listen-on-v6 { any: *:
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To allow only internal users to be able to query this DNS server, configure an Access Control
List (ACL) to for internal user IP addresses only. Add the following lines at the top of the file
above options.

acl "goodusers" {
192.168.128.0/22;
192.168.132.0/24;
172.24.64.0/20;
172.20.32.0/19;
localhost;
localnets;

¥
To use this ACL to restrict query access add the following:

recursion yes;
allow-query { goodusers; };

Configure the IP address the DNS server will listen on for DNS requests.
listen-on {172.24.64.22; };

Disable zone transfers between DNS servers:
allow-transfer { none; };

Configure the servers this internal server will send DNS queries to if the internal DNS does not
have any results for the query.

forwarders {
#Unknown DNS requests will be sent to the servers in the following list.

8.8.8.8; #Google public DNS server
8.8.4.4; #Google public DNS server
#If available include the DNS server of the ISP

h
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The complete file should look similar to this:

arm] W™ "

conform to REC

Once this information has been added, save and exit the file.
In vim, hit the “Esc” key, type “:wq”, hit “Enter”.

named.conf.options configuration complete.

Second file to edit /etc/bind/named.conf.local
sudo vim /etc/bind/named.conf.local

This file should be mostly empty, and will look similar to this.

Add the following lines to the bottom of the file.
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/IFORWARD LOOKUP ZONES holds A records, maps hostnames to IPs

zone "tydrous.tv"
{
type master;
file "/etc/bind/zones/db.tydrous.tv";
¥
//IREVERSE LOOKUP ZONES Holds PTR records, maps IP address to a hosthame
//User Subnet
zone "20.172.in-addr.arpa” IN {
type master;
file "/etc/bind/zones/db.20.172";
allow-update { none; };
3
/IServer Subnet
zone "24.172.in-addr.arpa” IN {
type master;
file "/etc/bind/zones/db.24.172";
allow-update { none; };

%

/INetwork device subnet

zone "168.192.in-addr.arpa” IN {
type master;
file "/etc/bind/zones/db.168.192";
allow-update { none; };

Once this information has been added, save and exit the file.



In vim, hit the “Esc” key, type “:wq”, hit “Enter”

Explanation:
Since this is the first DNS server to be configured for this domain, the type must be master.

At this point, this directory and file does not exist and will be created in a later step. File names
can be anything, the db included at the beginning is just by convention. This must match the
name of the file created in the later step. The same applies to the reverse lookup zone,
however, haming of the file is important.

The zone name for the reverse lookup table must be the inverse of the IP address of the DNS
server, excluding the first octet of the IP address. For example a DNS server with the IP
address of 192.168.1.50 would have a reverse lookup zone name of 1.168.192.in-addr.arpa.

Verification of named.conf files:
To verify that the two named.conf files, named.conf.local and hamed.conf.options have been
properly configured use the following command:

sudo named-checkconf
If no text has been output, then no errors were found in the named.conf files.

Creating zone files:

First create the zones directory:
sudo mkdir /etc/bind/zones
#This will be where the database files are put which were pointed to in the named.conf.local file
previously.

Create the forward lookup zone file:
There are some template files that are provided in the Bind directory. Copy the /etc/bind/db.local
file to the zones directory with the name given in the named.conf.local file for the forward lookup
zone. In this case, db.tydrous.tv was used.
sudo cp /etc/bind/named.conf.local /etc/bind/zones/db.tydrous.tv

After being copied will look similar to this:
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This file is what Bind uses to look up hosthames and map them to IP addresses when queried.
All of the devices on the network will be given a hame and a corresponding IP address, which
will also be listed here. Here is a sample configuration file:

$TTL 604800

@ IN SOA acm-dns-1.tydrous.tv. root.tydrous.tv. (
2 ; Serial

604800 ; Refresh

86400 ; Retry

2419200 ; Expire

604800) ; Negative Cache TTL
@ IN NS acm-dns-1.
;LOOPBACK INTERFACES
acm-rtr-2851 IN A 192.168.132.2
acm-rtr-1841 IN A 192.168.132.3
;MANAGEMENT VLAN IP ADDRESSES
mgmt-gw IN A 192.168.128.1

acm-rtr-2851-mgmt  IN A 192.168.128.2
acm-rtr-1841-mgmt  IN A 192.168.128.3

acm-sw-3560 IN A 192.168.128.11
acm-sw-2960 IN A 192.168.128.12
;SERVER VLAN IP ADDRESSES

Srvr-gw IN A 172.24.64.1
acm-rtr-2851-srvr IN A 172.24.64.2
acm-rtr-1841 IN A 172.24.64.3
acm-vm-host-1 IN A 172.24.64.21
acm-dns-1 IN A 172.24.64.22
acm-dhcp-1 IN A 172.24.64.23
acm-ntp-1 IN A 172.24.64.24
acm-snmp-1 IN A 172.24.64.25
acm-syslog-1 IN A 172.24.64.26
acm-ftp-1 IN A 172.24.64.27
;USER VLAN IP ADDRESSES

usr-gw IN A 172.20.32.1

acm-rtr-2851-usr IN A 172.20.32.2
acm-rtr-1841-usr IN A 172.20.32.3

#Once this information has been added, save and exit the file.
#In vim, hit the “Esc” key, type “:wq”, and hit “Enter”

Explanation:
All of the default values in the top portion of the file can be left the way they are, with the
exception of the localhost information. This needs to be changed to reflect the
information of the DNS server for the domain along with the domain information.

The home address information 127.0.0.1 and the IPv6 address can be removed.
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Creation of the forward lookup zone file is complete.

Forward Lookup zone file verification:
Bind9 comes with a tool that can be used to check the configuration files for syntax
errors. The first parameter is the domain name being used, and the second is the full
path of the file being verified.
named-checkzone tydrous.tv /etc/bind/zones/db.tydrous.tv

If the command outputs something similar to the following image with the OK status,
then the file contains no Syntax errors. If there is an error, the tool will supply and line
number where the error can be found and corrected.

Forward Lookup zone file verification complete.

Create the reverse lookup zone file:
Since there are several subnets being used in this network, there will need to be three
different reverse lookup files. These files will be used to take IP addresses and map
them to names. The reverse lookup files can be very tricky, so make sure to follow the
configuration examples below. There is also a tool available to generate large reverse
lookup tables here:

http://www.zytrax.com/books/dns/ch3/#ipv4-calculator

For each of these reverse lookup files, only the last 2 octets need to be included,
however, in reverse order and followed by the type of file and the name. A period is
required at the end of each name.

sudo vim /etc/bind/zones/db.20.172
db.20.172 file contents:

$TTL 172800 ; default TTL = two days
$ORIGIN 20.172.in-addr.arpa.
@ SOA acm-dns-1.tydrous.tv. hostmaster.tydrous.tv. 1 172800 900 1209600
3600
NS acm-dns-1.tydrous.tv.
;Subnet device addresses
1.32 PTR usr-gw.tydrous.tv.
2.32 PTR acm-rtr-2851-gig0-1-37.tydrous.tv.
3.32 PTR acm-rtr-1841-fa-0-1-37.tydrous.tv.

sudo vim /etc/bind/zones/db.24.172
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db.24.172 file contents:

$TTL 172800 ; default TTL = two days
$ORIGIN 24.172.in-addr.arpa.
@ SOA acm-dns-1.tydrous.tv. hostmaster.tydrous.tv. 1 172800 900 1209600
3600
NS acm-dns-1.tydrous.tv.
1.64 PTR srvr-gw.tydrous.tv.
2.64 PTR acm-rtr-2851-gig0-1-10.tydrous.tv.
3.64 PTR acm-rtr-1841-gig0-1-10.tydrous.tv.
21.64 PTR acm-vm-host-1.tydrous.tv.
22.64 PTR acm-dns-1.tydrous.tv.
23.64 PTR acm-dhcp-1.tydrous.tv.
24.64 PTR acm-ntp-1.tydrous.tv.
25.64 PTR acm-snmp-1.tydrous.tv.
26.64 PTR acm-syslog-1.tydrous.tv.
27.64 PTR acm-ftp-1.tydrous.tv.

sudo vim /etc/bind/zones/db.168.192
db.168.192 file contents:

$TTL 172800 ; default TTL = two days
$ORIGIN 168.192.in-addr.arpa.
@ SOA acm-dns-1.tydrous.tv. hostmaster.tydrous.tv. 1 172800 900 1209600
3600

NS acm-dns-1.tydrous.tv.
1.128 PTR mgmt-gw.tydrous.tv.
2.128 PTR acm-rtr-2851-gig0-1-5.tydrous.tv.
3.128 PTR acm-rtr-1841-fa-0-1-5.tydrous.tv.
11.128 PTR acm-sw-3560.tydrous.tv.
12.128 PTR acm-sw-2960.tydrous.tv.
2.132 PTR acm-rtr-2851.tydrous.tv.
3.132 PTR acm-rtr-1841.tydrous.tv.

#Once this information has been added, save and exit the file.
#In vim, hit the “Esc” key, type “:wq”, and hit “Enter”

Explanation:
Similar to the information changed in the top half of the db.tydrous.tv file, the
localhost information must be switched out with the name of the DNS server and
its domain. All other default values can be retained.

The number that is in the @ column represents the IP address on the subnet
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Starting Bind9:
Now Bind9 is ready to be started.

sudo service bind9 restart

Check the syslog file for error messages if the bind9 did not start properly.
tail -f /var/log/syslog
For information on how to configure devices to use this DNS server, refer to the following:
Configuring Ubuntu server 14.04 Ethernet interfaces
Configuring IP address and DNS Server for Windows Server 2012 R2

Bind startup is now complete.

Verification of Bind9:

Use the nslookup command to verify the operation of Bind9
To verify internal forward lookup, use nslookup to query for the IP address of a device by its
hostname.

To verify internal reverse lookup, use nslookup to query for the hostname of a device by its IP
address.

To verify external forward lookup, use nslookup to query for the IP address of a domain name
such as google.com
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To verify external reverse lookup, use nslookup to query for the domain name of an ip address
such as Google’s public DNS servers 8.8.8.8.

Do this verification again using a Windows device on the USER VLAN, using the command
prompt to run the same checks using the nslookup command. If all checks come back with the

proper results, the configuration of Bind9 is Complete.

Configuration of Bind9 is Complete.
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DHCP Server Setup

These instructions are for installing isc-dhcp-server on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Start with a clean installation of Ubuntu 14.04
Refer to the instructions on how to install Ubuntu Server 14.04 for a clean installation.

Set the interface information for the server:
Refer to the instructions for configuring Ubuntu Server 14.04 Ethernet interfaces.

Set hostname of server:
Refer to the instructions for changing an Ubuntu Server 14.04 hostname.

Installing the DHCP Server Package isc-dhcp-server:
sudo apt-get update #Updates the apt list of packages
sudo apt-get install isc-dhcp-server #lInstalls the dhcpd package

Type “y” for yes to verify installation of this package if prompted.
Disregard the “fail” message that may displayed during the installation process. Since the dhcp
server is not yet installed it fails to start.

Beginning DHCP Configuration:

First file to edit is “/etc/dhcp/dhcpd.conf”

sudo vim /etc/dhcp/dhcpd.conf

#0Opens the file using vim for editing with write privileges

#Hit the “i” key to enter insert mode in vim

#Once this file is open, there will be several lines which start with the “#” symbol. These are
commented templates for setting up network subnets that the server will use to hand out IP
addresses.

Uncomment the section for the “internal subnet”. This section should look something like the
following:
subnet 10.5.5.0 network 255.255.255.224 {
range 10.5.5.26 10.5.5.30;
option domain-name-server nsl.internal.example.org;
option domain-name “internal.example.org”;
option routers 10.5.5.1;
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option broadcast-address 10.5.5.31;
default-lease-time 600;
max-lease-time 7200;

}

This information will be replaced with the information for the USER VLAN network.
subnet 172.20.32.0 netmask 255.255.224.0 {
range 172.20.32.21 172.20.63.254;

option routers 172.20.32.1,

option domain-name-servers 172.24.64.22;
option domain-name "tydrous.tv";

option broadcast-address 172.20.63.255;
option subnet-mask 255.255.224.0;

default-lease-time 600;
max-lease-time 7200;

}

Explanation:
option domain-name-server specifies the DNS server which will be provided to the
DHCP clients.
option domain-name sets the domain of DHCP clients
option router sets the default gateway provided to the DHCP clients
option broadcast-address is simple the broadcast address of the subnet

default-lease-time is the length of time a client will be reserved a specific IP address

If the server will be on a different subnet than the DHCP clients an additional subnet statement
will be needed for the DHCP servers subnet, but left empty.

This would look similar to this:
subnet 172.24.64.0 network 255.255.240.0 {

}

Or if a portion of the server subnet is going to be used for DHCP for new server installation use
the following:

subnet 172.24.64.0 netmask 255.255.240.0 {
range 172.24.79.1 172.24.79.254;
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option domain-name-servers 172.24.64.22;
option domain-name "tydrous.tv";

option routers 172.24.64.1;

option broadcast-address 172.24.79.255;

default-lease-time 600;
max-lease-time 7200;

}

The final result of the dhcpd.conf file will look similar to this:

—_ -

et 17 n 4.0

i e

Configuration of dhcpd.conf file Complete.

Starting the DHCP Server:
Now that the dhcpd.conf file has been configured, the DHCP server needs to be started.

DHCP Server started.
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Connecting clients to the network:

At this point, the server should be able to provide IP addresses to clients on the network. Connect a
host to one of the USER VLAN ports on either of the switches and test to see if the host receives an IP
address. A release renew may be necessary if the host was previously connected to a different LAN.

To release and renew a DHCP client IP address, use the following commands:

Windows:
If a Windows client is configured to use DHCP, the following commands can be used to renew
the IP address:
ipconfig /release
ipconfig /renew

If the device correctly obtained an IP address from the DHCP server, the results of the ipconfig
/all command should look similar to this:

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : tydrous.tu

Description . . . . . . . . . . . : Realtek PCIe GBE Family Controller
Physical Address. . . . . . . . . : 08-2E-5F-81-25-33

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPu6 Address . . . . . : fe80::3028:12cd:5759:4ebd%13(Preferred)
IPU4 Address. . . . . . . . . . . : 172.20.32.21(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.224.0

Lease Obtained. . . . . . . . . . : lWlednesday, March 25, 2015 3:13:57 PH
Lease Expires . . . . . . . . . . : Wednesday, March 25, 2015 3:23:56 PHM
Default Gateway . . . . . . . . . : 172.20.32.1

DHCP Server . . . . . . . . . . . : 172.24.64.23

DHCPve IAID . . . . . . . . . . . : 285748831

DHCPug Client DUID. . . . . . . . : 00-01-00-01-1A-D4-E9-8F-08-2E-5F-81-25-33

DNS Servers . . . . . . . . . . . : 172.24.64.22
NetBIOQS over Tepip. . . . . . . . : Enabled

Ubuntu Linux:
If a Linux client is configured to use DHCP, the following commands can be used to renew the
ip address:
sudo dhclient -r
sudo dhclient
Connection of clients to network complete.

Verify DHCP Server is giving out IP addresses:
To view the leases that the DHCP server has issued to DHCP clients, use the following
command to view the leases file:
sudo cat /var/lib/dhcp/dhcpd.leases
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The output should look similar to this:

DHCP Server configuration complete.
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NTP Server Setup

These instructions are for installing NTP on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Start with a clean installation of Ubuntu 14.04
Refer to the instructions on how to install Ubuntu Server 14.04 for a clean installation.

Set the interface information for the server:
Refer to the instructions for Configuring Ubuntu Server 14.04 Ethernet interfaces.

Set hostname of server:
Refer to the instructions for changing an Ubuntu Server 14.04 hostname.

Installing the NTP Server Package:

sudo apt-get update #Updates the apt list of packages
sudo apt-get install ntp #Installs the NTP package
Type “y” for yes to verify installation of this package if prompted.

Beginning NTP Configuration:

First file to edit is ntp.conf

sudo vim /etc/ntp.conf
#0Opens the file using vim for editing with write privileges
#Hit the “i” key to enter insert mode in vim

The file will look similar to this. Comments have been removed for clarity:
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Here, the other NTP servers used for synchronization will be specified. The more servers, the
more accurate the NTP time will be for the network. If possible, use NTP servers that are
geographically close to the location of the server.

Here is a list of US NTP servers:
server 0.us.pool.ntp.org
server 1.us.pool.ntp.org
server 2.us.pool.ntp.org
server 3.us.pool.ntp.org

Additional Servers can be found on this site:
http://www.pool.ntp.org/en/

This information will need to be placed into the ntp.conf

Next, to prevent other internet time servers from using this internal NTP server as a time source,
restrict the capabilities of each of the time servers added in the previous step. To restrict this
access, enter the following for each of the NTP peer servers:

restrict 0.us.pool.ntp.org mask 255.255.255.255 nomodify notrap noquery
restrict 1.us.pool.ntp.org mask 255.255.255.255 nomaodify notrap noquery
restrict 2.us.pool.ntp.org mask 255.255.255.255 nomaodify notrap noquery
restrict 3.us.pool.ntp.org mask 255.255.255.255 nomodify notrap noquery

In order for the device on our network to be able to use this server to set time, some different
restrictions are necessary. Use the following for all of the different subnets on the network that
should be allowed to use the NTP server:

restrict 192.168.128.0 mask 255.255.252.0 nomodify notrap
restrict 192.168.132.0 mask 255.255.255.0 nomodify notrap
restrict 172.24.64.0 mask 255.255.240.0 nomodify notrap
restrict 172.20.32.0 mask 255.255.224.0 nomodify notrap

Once that information has been added, save and exit the file.

The finished configuration file should look similar to this. Some comments have been removed
for clarity:
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Configuration of ntp.conf file is complete.

Restarting the NTP service:
Now that the configuration is complete, the NTP service can be restarted.

sudo service ntp restart

w0

After the NTP service has successfully restarted, the status of the peering process can be
checked.
sudo ntpq -np

Most likely, the server will not yet be synced with the external time sources. This usually takes
between 5 to 10 minutes or longer to be fully synced with the internet time sources. Continue to
run this command periodically. This is what the ntpg command will output when the server is not
finished syncing.

99



Here is what the table should look like when the NTP server is finished syncing. Until this state
is reached, other devices will not properly sync their times with the internal NTP server since it
is not yet considered a valid time source.

VY T S T S

o

Configuration of NTP server is complete.

Client configuration:
Now that the NTP server is up and running, the clients need to be configured to use this new
time source.

In order to accomplish this, two packages need to be installed:

sudo aptitude install ntp ntpdate

- m—=

Once those packages have been installed, it is time to begin editing the NTP configuration file.
sudo vim /etc/ntp.conf

Since this file is only going to be using the internal time clock for its time the statements
specifying additional time servers can be deleted. Now the internal time server must be set and

have similar restrictions placed on it.
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server acm-ntp-1.tydrous.tv
restrict default notrust nomodify nopeer

restrict acm-ntp-1.tydrous.tv

The final client configuration file should look similar to following:

Once those have been added, save and exit the file.
Configuration of the client ntp.conf file is complete.
Restart the NTP service on the client device.

Once the configuration file is finished, restart the NTP service.
sudo service ntp restart

Client configuration for NTP is complete.

To configure Windows devices to use the internal NTP server, refer to the Configuring Windows
Server 2012 R2 to use NTP.
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These instructions are for installing vsftpd on Ubuntu Server 14.04

FTP Server Setup

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to

better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain

name simply replace tydrous.tv with the different domain.

Set the interface information for the server:

Refer to the instructions for Configuring Ubuntu Server 14.04 Ethernet interfaces.

Installation of Ubuntu 14.04 and Creating RAID Array:

Refer to the instructions on how to install Ubuntu Server 14.04 for a clean installation.

Once the server has finished booting the installation process can begin. Select a language to

continue.

Language

Amharic
Arabic
Asturianu
Benapyckas
BrArapcKn
Bengali
Tikbetan
Bosanski
Catald
Cedting
Dansk
Deutsch
Dzongkha
EhAMULED

Esperanto
Espafiol
Eesti
Euskara
LT
Suomi

F1 Help F2 L

Once the Language is selected, the installation screen will be shown

Server’.

Francais
Gaeilge
Galego
Gujarati
nau

Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiana
HAsE
jol%mtmm
Kazak
Khmer
A
st=20f
Kurdi

Lao
Lietuviskai
Latviski
eymap F4 Modes

MakeaoHCKK
Malayalam
Harathi
Burmese
Mepali
Mederlands
Morsk hokmal
Morsk nynorsk
Pun jabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
ROm&Na
Pycckun
Samegillii
2oz
Slovencina
Slovenscina
Shoip

CpnCKn
Svenska

Tamil
57 eaRa

Thai

Tagalog
Tlrkce
Uyghur
YEpPalHCEKE
Tigng Wit
(TR 46
IS

ihility F6 Other Options

. Select “Install Ubuntu
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ubuntu®

Ir 1 Ubun

ibility F& Other Optior

[11] Select a language |

Choose the langusge to be used for the installation process. The selected language will
also be the default language for the installed sustem.

Language:

G Mo localization
filbanian Shoip
Arahic e
Asturian Asturianu
Basgue Euskara
Belarusian Benapyckas
Bosnian Bosansk i
Bulgarian Brarapcku
Catalan Catald
chinese (5implified) R (i)
chinese (Traditional) T ()
Croat ian Hrvatski
Czech Cestina
Danish Dansk
putch Nederlands
il English
Esperanta Esperanto
Estonian Eesti
Finnish suami
French Francais
Galician Galego
German Deutsch
Greek EXANL LKD

<Go Back:

<Tahy» mou E> S ; <Enters> activates buttons

103



Set the location of the server. This will be used for time purposes.

[11] Select your location f

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where dou live.

This is a shortlist of locations based on the language you selected. Choose 'other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kaong
India
Ireland

New Zealand
Nigeria
FPhilippines
Singapore
South Africa

2 imbabwe
other

<Go Back:

huttons

The keyboard layout will need to be determined. Select “No” for the detect configuration of the
keyboard layout.

['] configure the keyboard |

You can try to have your keyboard layout detected by pressing a series of keys. If you do
not want to do this, you will be ahle to select your keyboard layout from a list.

Detect keyboard layout?

<Go Back> Sesy [<hiox |
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Select the appropriate keyboard layout.

['] Configure the keuyboard |

The layout of keyboards waries per country, with some countries having multiple common
layouts. Please select the country of origin for the keyboard of this computer.

Country of origin for the keyhoard:

Armenian
fzerbaijani
Bambara

Bangla

Belarusian
Belgian

Bosnian

Braille
Bulgarian

Burmese

Chinese

Croatian

Czech

Danish

Dhivehi

Dutch

Dzongkha

English (Cameroon)
English (Ghana)
English (Migeria)
English (South Africa)
English (UK}

<Go Back:>

[1] Configure the keyboard |
Flease select the layout matching the kewhoard for this machine.

Keyhoard layout:

English
English
English
Engliszh
English
English
English

(US) - Cherokee
{US) - English {(Colemak)
(s English (Dwvorak alternative international no dead keys)
(US) - English {Dvorak)
(s) English {(Dvorak, international with dead keys)
(Us) - English (Macintosh)
(U5} - English (U5, alternative international
English (US) English (US, international with dead keus)
English (US) English (US, with euro on 5)
English (US) English (Workman)
English (US) - English (Workman, international with dead keys)
English (US) English {classic Dworak)
English (US) English {internationsl AltGr dead keys)
English (US) English (left handed Dworak)
English (US) - English (programmer Dworak)
English (US) English {right handed Dworak)
English (US) English {the dividesmultiply keys toggle the layout)
English (US) Russian (US, phonetic)
English (US) - Serbo-Croatian (US)

<Go Back>

Ubuntu will begin the process of loading all of the necessary files for the installation process.
After this process is complete, the server will automatically detect an IP address using DHCP.
Once this auto detection is complete, a hostname will need to be set for the installation of
Ubuntu. Hit Tab and Enter to continue.
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['] Configure the network |

Please enter the hostname for this system.

The hostname is a single word that identifies your suystem to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<Go Back: <Cantinues

A basic user will need to be created. A generic username and password will be used in this
tutorial, but any username and password can be used here. Hit Tab and Enter to continue.

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<50 Back: <Cantinue:

Enter a username. Hit Tab and Enter to continue.

[11] Set up users and passwords |
Select a username for the new account. Your first name is a reasonable choice. The
username should start with & lower-case letter, which can be followed by any combination
aof numbers and more lower-case letters.

Username for your account:

<Go Back: <Cont inue:

Enter a password. Hit Tab and Enter to continue.

[11] Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should he
changed at regular intervals.

Choose a password for the new user:

<Go Back: <Cont inues
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Verify the password previously entered. Hit Tab and Enter to continue.

[11] 8et up users and passwords |

Please enter the same user password again to wverify you have typed it correctly.

Re-enter password to verify:

<Go Back: <Cont inue>

Ubuntu Server gives the option of encrypting the home directory of this user.

| [!] Set up users and passuwords |

You may configure your home directory for encryption, such that any files stored there
remain private even if your computer is stolen.

The sustem will seamlessly mount your encrypted home directory each time you login and
automatically unmount when you log out of all active sessions.

Encrypt your home directory?

<Go Back> <Yesy [ <Ho>|

Ubuntu will attempt to set up the clock. Verify the information presented.

[1] Configure the clock |
Based on your present physical location, your time zone is AmericasMew_tork.

If this is not correct, you may select from a full list of time zones instead.

Is this time zone correct?

<Go Back>
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Begin partitioning the hard drive of the server. Select the “Manual” option.

[11] Partition disks

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should he used.

Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LWM

Guided - use entire disk and set Uﬁ encriﬁted LW

<Go Back:

Here, there are 3 10 GB hard drives. The following process will have to be completed
individually for all three. Select the hard drive that will be configured as part of the RAID Array
and hit Enter to create the new partition table on the disk.

[11] Partition disks

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a dewvice to initialize its partition table.

Guided partitioning
Configure 1SCSI volumes

SCET .5 Msft Wirtual Disk
3 (0,0,1) ] 0.7 Msft Wirtual Disk
SC5I4 (0,0,2) cl i Msft Wirtual D1

SCSI4 (0,0,3) (sdd) 7 GE Msft Wirtual Disk

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>

Creating a new partition on the disk will erase all data. Hit “Yes” to continue creating this new
partition.

[11] Partition disks |

vou have selected an entire device to partition. If you proceed with creating a new
partition table on the device, then all current partitions will be remowved.

Mote that you will be able to undo this operation later if uwou wish.

Create new empty partition table on this dewvice?

<Go Back:
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Drive space will need to be allocated to this partition. Select the “FREE SPACE” option and hit
Enter to continue.

| [11] Partition disks |

This is an owerview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space 1o create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted wvolumes
Configure ISCEI wolumes

SCSI3 (0,0,0) (=sda) - 21.5 GB Msft Wirtual Disk
SCsI4 (0,0,1) (sdh) — 10.7 GB Msft wirtual Disk

arislog 10,7 GB PAC
SC5I4 (0,0,2) (sdc) - 10.7 GB M
SC5I4 (0,0,3) (sdd) - 10.7 GB Msft wirtual Disk

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>

Select “Automatically partition the free space” and hit enter to continue. This will assign the free
space on the disk to this newly created partition.

—— [!!] Partition disks ———

How to use this free space:

Create a new partition
Automatically partition the fre

Show CylindersHeadsSector informatio

<Go Back:

The new partition will be created. Complete this task for the remaining 2 hard drives. The
finished result should look similar to this:
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[11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

pgical Yolume Manager
Configure encrypted volumes
Configure iSCET wolumes

SCSI3 (0,0,0) (sda) - 21.5 GB Msft Wirtual Disk
SCSI4 (0,0,1) (sdh) 10.7 GB Msft virtual Disk
#1 primary 8.6 GB
#5 logical 2.1 GB
S5C514 (0,0,2) (sdc) 10.7 GB Msft Wirtual Disk
#1 primary 8.6 GB
#5 logical 2.1 GB
SCSI4 (0,0,3) (sdd) 10.7 GB Msft Wirtual Disk
#1 primary 8.6 GB F o extd
#5 logical 2.1 GB F swap swan

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>

<F1> for help; <Tab> mo : lects; <Enter> activates buttons

Create the software RAID. Select “Configure software RAID”.

Until this point, all of the partition changes have not been put into use. Select “Yes” to complete

the process and continue with the RAID setup.

[ Partition disks |

Before RAID can be configured, the changes have to be written to the storage devices.
These changes cannot be undone.

When RAID is configured, no additional changes to the partitions in the disks containing
physical volumes are allowed. FPlease convince yourself that you are satisfied with the
current partitioning scheme in these disks.

The partition tables of the following dewvices are changed:
SC5I4 (0,0,1) (sdb)
SC5I4 (0,0,2) (sdc)
SC5I4 (0,0,3) (scd)

The following partitions are going to be formatted:
partition #1 of SCSI4 (0,0,3) (sdd) as extd
partition #5 of SCSI4 (0,0,3) (sdd) as swap

Hrite the changes to the storage devices and configure RAID?

Select “Create MD device”.

[11] Partition disks |

Please select one of the proposed actions to configure software RAID.
Software RAID configuration actions

it

Delete
Finish

<Go Back>

This is the software RAID (or MD, "multiple device') configuration menu.
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This tutorial will be setting up a RAID 5 configuration with 3 hard drives, which is the minimum
required for this type of RAID. Drive requirements for other types of RAID are as follows: 2 hard
drives are required for RAIDs 0 and 1, 3 for RAID 5, and RAIDs 6 and 10 both require 4 hard
drives.

Here is a website to calculate the amount of storage space will be available for any type of raid
configuration:
https://www.icc-usa.com/raid-calculator/

This RAID 5 configuration will result in 17.2GB of storage space.

1 [!11] Partition disks |
Please choose the tupe of the software RAID device to he created.
Software RAID device type:

RAIDO
RAID1

RATDS |
RATDE
RATD10

<Go Back:

Enter the number of drives participating in the RAID Array, in this case 3. Hit Tab and Enter to
continue.

| [111 Partition disks |

The RAIDS arrad will consist of both active and spare devices. The active dewices are
those used, while the spare devices will only be used if one or more of the active
devices fail. A minimum of 3 active devices is reqguired.

WOTE: this setting cannot be changed later.

MWumber of actiwve dewices for the RAIDS array:

<Go Back> <Continue>

Enter the number of spare drives in this array, which is 0 in this case. Hit Tab and Enter to
continue.

[11] Partition disks

Number of spare devices for the RAIDS array:

<Go Back: <Cont inues
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Here is where the drives that will participate in the RAID Array will be selected. Use the arrow
keys to move up and down and spacebar to select the drive. In this case, the drives /dev/sdb1,
/dev/sdcl, and /dev/sddl are the drives configured to participate in this array. The 5 version of
these drives is the swap space for that drive. Hit Tab and Enter to continue.

| [!1!] Partition disks |

You have chosen to create a RAIDS array with 3 active devices.

Please choose which partitions are active devices. You must select exactly 3 partitions.

Active devices for the RAIDS array:

<Go Back: cCont inue:

Again, a prompt will appear to confirm the partition changes to be written to this disk. Hit Yes to
continue.

Hit “Finish” if this is the only RAID array to be created.

1 [11] Partition disks |

This is the software RAID {or MD, "multiple device") configuration menu.
Please select one of the proposed actions to configure software RAID.
Software RAID configuration actions

Create MD device

Delete MD device

<Go Backx

Now that the configuration of the RAID Array is finished, the operating system boot disk will
need to be partitioned. This can be done manually or select the “Guided partitioning” option.

| [111 Partition disks |

This is an owerwiew of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), & free space to create
partitions, or a device to initialize its partition table.

nartitioning
Configure software RAID
Configure the Logical “Yolume Manager
Configure encrypted volumes
Configure 1SCSI wolumes
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Select the “Guided - use entire disk” option.

[11] Partition disks |

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided resize SCSI3 (0,0,0), partition #1 (sda) and use freed space
resize SCSI4 (0,0,3), partition #1 (sdd) and use freed space
use entire disk
use entire disk and set up LWH
use entire disk and set up encrupted LWM

<Go Back>

Select the drive that is not participating in the RAID array.

[11] Partition disks

MNote that all data on the disk you select will he erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:

RAIDS device #0 - 17.2 GB Software RAID device

SCSI5 (0,0,0) (sda) - 21.5 GB HMsft Wirtual Disk
SC5I4 (0,0,1) (sdb) - 10.7 GB Msft Wirtual Disk
SC5I4 (0,0,2) (sdc) - 10.7 GB Msft Wirtual Disk
SC5I4 (0,0,3) (sdd) - 10.7 GB Msft Wirtual Disk

<Go Back:>

Finish by writing the changes to the disk. Hit “Yes” to continue.

| [!1!] Partition disks |

Before the Logical Yolume Manager can be configured, the current partitioning scheme has
to be written to disk. These changes cannot be undone.

After the Logical Wolume Manager is configured, no additional changes to the partitioning
scheme of disks containing physical wolumes are allowed during the installation. Please
decide if you are satisfied with the current partitioning scheme hefore continuing.

The partition tables of the following devices are changed:
5C5I3 (0,0,0) (sda)

HWrite the changes to disks and configure LWM?
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This is where the size of the partition is set. The default value is the max variable size of the
drive.

[!] Partition disks

You may use the whole volume group for guided partitioning, or part of it. If you use
only part of it, or if you add more disks later, then you will be able to grow logical
volumes later using the LWM tools, so using a smaller part of the wolume group at
installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 3.0 GB (or 14%); please note that
the packages vou choose to install may reguire more space than this. The maximum
available size is 21.2 GB.

Hint: "max'' can be used as a shortcut to specifu the maximum =ize, or enter a percentage
{e.g. "20%'") to use that percentage of the maximum size.

Amount of wolume group to use for guided partitioning:

<Go Back>

A summary of the drives will appear. Select “Finish partitioning and write changes to disk”
option.

{ [11] Partition disks f

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file sustem, mount point, etc.), & free space to create
partitions, or a device to initislize its partition table.

Configure the Logical Yolume Manager
Configure encrypted wvolumes
Confligure 1SCSI volumes

LYM VG raid-test-weg, LY root - 21.2 GB Linux device-mapper (linear)

#1 21.2 GB f extd /
RAIDS device #0 - 17.2 GB Software RAID dewice
#l 17.2 GB
512.0 B unusable
SC5I3 (0,0,0) (sda) - 21.5 GE Msft Virtual Disk
#1 primary 254.8 HB f ext2 /boot

#5 logical 21.2 GB K 1vm
SC5I4 (0,0,1) (sdb) - 10.7 GB Msft Virtual Disk
#1 primary g.6 GB K raid
#5 logical 2.1 GB
SCsI4 (0,0,2) (sdc) - 10.7 GB Msft Virtual Disk
#1  primary .6 GB K raid
#5 logical 2.1 GB
SC5I4 (0,0,3) (sdd) - 10.7 GB Msft Virtual Disk
#1 primary 5.6 GB kK raid
#5 logical 2.1 GB swap

Undo changes to partitions
Fin ition nd write cf to clisk v

<Go Back>
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Verify the changes to the partition table.

[1'] Partition disks |

If you continue, the changes listed below will he written to the disks. Otherwise, you
will be able to make further changes manually.

The partition tables of the following devices are changed:
SCEI3 (0,0,0) (sda)

The following partitions are g2oing to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as extd
partition #5 of SCSI3 (0,0,0) (sda) as swap

Hrite the changes to disks?

After this process has finished, a dialog box will appear asking about any proxy settings. This
can be left blank. Hit Tab and Enter to continue.

1 [!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Dtherwise, leave this blank.

The proxy information should he given in the standard form of
"http:// [[user] [:pass] @] host [:port] A",

HTTP proxy information (blank for nonel:

<{G0 Back> <Cont inues

After this Ubuntu will begin configuring apt, which is used to update and install packages in
Ubuntu. After that is complete, the server will begin to install packages. Once this is finished, the
server will ask what type of update management should be used. Automatic updates can be
used, but for this tutorial, no automatic updates will be selected.

| [!] Configuring tasksel

Applying updates on a freguent hasis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the webh as part of a 2roup
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

Mo automatic u
Install security updates automatically
Manage system with Landscape

Here are some other optional packages that can be installed. Only the OpenSSH server will be
selected in this tutorial. Installation of other protocols will be covered in other tutorials done post
operating system installation. Use the arrow keys to move up and down and spacebar to select
the packages to install. Hit Tab and Enter to continue.
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| ['] Software selection |

At the moment, only the core of the system is installed. To tune the sustem to your
needs, you can choose to install one or more of the following predefined collections of
softuare.

Choose software to install

<Continues

This package will now be downloaded and installed. This will take a while.

Finally, once that installation is finished, the server will ask if GRUB should be installed to the
master boot record. Since this is the only operating system being installed on this server, select

”

“Yes”.

[!] Install the GRUE boot loader on a hard disk |
It seems that this new installation is the only operating system on this computer. If =so,
it should he safe to install the GRUB boot loader to the master boot record of your first
hard drive.

HWarning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to hoot it.

Install the GRUB hoot loader to the master hoot record?

<Go Back:

After this dialog, the installation is finished. Hit continue to reboot the server. If doing a VM
installation, Hyper-V will automatically remove the ISO from the boot options. If installing on a
physical server, remove the boot media before rebooting.

[11] Finish the installation |

Installation complete
Installation is complete, so it i1s time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), =so that you boot into the new system rather

than restarting the installation.

<Go Back: <Cont inues

After reboot, a screen similar the screen picture below should appear and the server is now
ready for further configuration.

buntu 14.04.1 LTS basic-install ttyl

basic—install login: _
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Configure the RAID Array:

Determine the designation of the RAID array
sudo fdisk -1

Enter the fdisk config
sudo fdisk /dev/md0
/dev/mdO is the designation of the RAID array

1. Type nto create a new partition

2. Type p to create a primary partition

3. Hit enter to use the default partition number(1)

4. Hit enter again twice to use the default first and last sector of the drive to partition
the entire array.

5. Type w to the write those changes to the disk

-t £d

Format the array:
Check to see what the name of the patrtition created is.
sudo fdisk -I
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/dev/imdOp1 is the name of the partition and this formats that partition with the ext3 file
system.
sudo mkfs -t ext3 /dev/mdOpl

kf=z -t ext3 /dev,/mdipl

¥ C1 em &

Format of RAID Array Partition is complete.

Mount the Array:
Create the mount point the array will be mounted to.
sudo mkdir /media/array

Configure the array to be auto mounted on boot by editing the fstab file located in /etc/
directory.
sudo vim /etc/fstab
Add the line:
/devimdOpl /media/array ext3 defaults 0 2

#/dev/mdOp1 is the partition of the array
#/media/array is the mounting point.

Save and exit the file.
Either restart or mount the drive manually
sudo mount -a
Check if the array mounted correctly
cat /proc/mounts | grep /dev/imdOpl
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If you receive the result of the array, then it has been properly mounted. It should
look similar to this:

Install the FTP Daemon and other packaqes
sudo apt-get update

sudo apt-get install libpam-pwdfile vsftpd vim apache2 apache2-utils

libpam-pwdfil is used to create the username and password database
vsftpd is the FTP Daemon

vim is a CLI text editor - may already be installed

apachez2 is used used for password encryption

apache2-utils are used for password encryption

Configuration of vsftpd:
Backup the original vsftpd.conf file.
sudo mv /etc/vsftpd.conf /etc/vsftpd.conf.backup

Create the vsftpd.conf file

sudo vim /etc/vsftpd.conf

Add the following lines to the file
listen=YES
anonymous_enable=NO
local_enable=YES
write_enable=YES
local_umask=022
nopriv_user=vsftpd
virtual_use_local privs=YES
guest_enable=YES
user_sub_token=$USER
local_root=/media/array/ftp/$USER
chroot_local_user=YES
hide_ids=YES
guest_username=vsftpd

Save and exit the file.

vsftpd configuration is complete.
Creating the users database:

Make a directory to place the Virtual user database in
sudo mkdir /etc/vsftpd

Create the database file and add the first user to it.
sudo htpasswd -cd /etc/vsftpd/vsftpdb.passwd acmpublic
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This creates the file with the -c option using the MD5 algorithm and adds the user acmpublic to

the database. It then prompts for a password and asks to confirm it.

User database has been created.

Configuring the PAM File:

This file tells the FTP server where to find the usernames and passwords to authenticate

against at login
Back up the original file vsftpd

sudo mv /etc/pam.d/vsftpd /etc/pam.d/vsftpd.backup
Create a new vsftpd file

sudo vim /etc/pam.d/vsftpd

Add the following 2 lines to the file:
auth required pam_pwdfile.so /etc/vsftpd/vsftpdb.passwd
account required pam_permit.so

feto/veftpd/vesftpdb.passwd

Save and exit the file.

Create a user with the permissions you would like all virtual users to have.
sudo useradd --home /home/vsftpd --gid nogroup -m --shell /bin/false vsftpd

Restart the FTP service for the changes to take effect

prevent the service from starting back up properly.

Configuration of PAM file is complete.

Creating directories for users:

Create the directories specified in the vsftpd.conf file for the users.

These directories must exist otherwise the user will not be able to login to the ftp server.

Make the directories and alter the permissions and owner of the files.
sudo mkdir /media/array
sudo mkdir /media/array/ftp/acmpublic
sudo chmod -w /media/array/ftp/acmpublic
sudo mkdir /media/array/ftp/acmpublic/Public
sudo chmod -R 755 /media/array/ftp/acmpublic/Public
sudo chown -R vsftpd:nogroup /media/array/ftp/acmpublic
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Adding additional users:

sudo htpasswd -d /etc/vsftpd/vsftpdb.passwd cisco
*next two lines ask for password to be set*
sudo mkdir /media/array/ftp/cisco
sudo chmod -w /media/array/ftp/cisco
sudo mkdir /media/array/ftp/cisco/public
sudo chmod -R 755 /media/array/ftp/cisco/public
sudo chown -R vsftpd:nogroup /media/array/ftp/cisco
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OpenNMS Setup

Configuring OpenNMS SNMP Server Setup 123
Configuring SNMP for Windows Server 2012 R2 140
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Configuring OpenNMS SNMP Server Setup

These instructions are for installing OpenNMS 1.12.1 on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Start with a clean installation of Ubuntu 14.04

Refer to the instructions on how to install Ubuntu Server 14.04 for a clean installation.

Set the interface information for the server:

Refer to the instructions for configuring Ubuntu Server 14.04 Ethernet interfaces.

Set hostname of server:
Refer to the instructions for changing an Ubuntu Server 14.04 hostname.

Beginning OpenNMS installation Configuration:

Installing the Oracle 7 Java Package:
As of the creation of this guide, Java 7 is the most recent version supported by OpenNMS 1.12.1.

First, additions need to be made to the apt package lists so that the apt-get command will be
able to find the packages that need to be installed. This file likely does not exist and will need to
be created.

sudo vim /etc/apt/sources.list.d/webupd8team-java.list

Add the following lines to the file created in the previous step.
deb http://ppa.launchpad.net/webupd8team/java/ubuntu precise main
deb-src http://ppa.launchpad.net/webupd8team/java/ubuntu precise main

s> maln

maln

Save and exit the file by typing “esc” then “shift” + “” and “wq”

An apt key must be retrieved to allow access to this apt download server.
sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-keys EEA14886

Output should look similar to the following:
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http://ppa.launchpad.net/webupd8team/java/ubuntu

Now that the key has been successfully added, update the apt package list and begin
the installation of Java 7.

sudo apt-get update
sudo apt-get install oracle-java7-installer

11-common

Type “y” and then Enter to continue.

Java will require their terms and conditions to be accepted during the installation process.
Select “OK” to continue with the installation.

Oracle Binary Code License Agreement for the Java S5E Platform Products and JavaFX

You MUST agree to the license available in http://java.com/license if you want to use Oracle JDK.

| Configuring oracle-java7-installer |

Hit “OK” to Continue.
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] Configuring oracle-javaT7-installer |

In order to install this package, vou must accept the license terms, the "Oracle Binary Code License
Agreement for the Jawa SE Platform Products and JavaFX ". Not accepting will cancel the installation.

Do you accept the Oracle Binmary Code license terms?

After the installation of Java 7, initialize the java environment variables.
sudo apt-get install oracle-java7-set-default
-1 ido apt-g i 7

nme

Installation of Java 7 complete.

Adding OpenNMS to apt package list:
Similar to the process followed for addition of Java 7 to the apt package list, navigate to the
/etc/apt/sources.list.d/ directory. Create a file named opennms.list
sudo vim /etc/apt/sources.list.d/opennms.list

Add the following lines to the opennmes.list file:
deb http://debian.opennms.org stable main
de

Addi an apt key for access to the OpenNMS download server
sudo wget -O - http://debian.opennms.org/OPENNMS-GPG-KEY | sudo apt-key add -

T,

apt-ke

Update the apt package list
sudo apt-get update
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Verify that the OpenNMS package has been added to the list, but do NOT install it. Additional
setup is required before OpenNMS is ready to be installed.
apt-cache search opennms

The results will look similar to this:

—1 DT

Addition of O

-xup - E

penNMS to the package list is complete.

PostgreSQL Installation:
Update package list and begin the install of the PostgreSQL package.

sudo apt-get update

sudo apt-get install postgresq|

nn O a

Type “y” and then Enter to continue.

After installation is complete, check what version of PostgreSQL was installed.
pg_Isclusters -h

Make note of this version number. In this case, the version is 9.3.

c - Snmp—




Locate the pg_hba.conf file.
sudo vim /etc/postgresql/$VERSION/main/pg_hba.conf
$VERSION represents whatever version number was determined in the previous
step.

Three lines need to be altered in this file and should be located near the bottom of the file.
Change the method for local, IPv4, and IPv6 to trusted.

Save and exit the file by typing “esc” then “shift + :” and “wq”

To apply these changes, the PostgreSQL service must be restarted.
sudo service postgresqgl restart

Installation of PostgreSQL complete.

Java Development Kit install:
Install corresponding jdk for the Java 7 installed earlier.

sudo apt-get update

sudo apt-get install openjdk-7-jre

t t

Type “y” and then Enter to continue.

Java Development Kit install complete

Installing a Mail Transfer agent
Regardless of whether or not the automatic email feature is used, a Mail Transfer Agent (MTA)
still needs to be installed for OpenNMS to install properly.
sudo apt-get install default-mta
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Accept all of the default responses when prompted during the install process. The
default MTA for Ubuntu should be Exim.

I Postfix Configuration I

Please select the mail server configuration type that best meets your needs.

Ho configuration:

Should be chosen to leave the current configuration unchanged.
Internet site:

Mail is sent and received directly using SMTP.
Internet with smarthost:

Mail is received directly using SMTP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost.
Satellite system:

411 mail is sent to another machine, called a 'smarthost', for delivery.
Local only:

The only delivered mail is the mail for local users. There is no network.

General type of mail configuration:

No configuration

In net Site

Internet with smarthost
Satellite system

Local only

<0k> <Cancel>

Hit Enter to continue.

I Postfix Configuration I

The "mail name" iz the domain name used to "gualify"™ ALL mail addresses without a domain name. This

include=s mail to and from <root>: please do not make your machine send out mail from root@example.org
unlezs root@example.org has told you to.

This name will also be used by other program=s. It should be the =single, fully gualified domain name (FQDN) .

Thus, if a mail address on the local host is foof@example.org, the correct walue for this option would be
example.org.

System mail name:

<0k> <Cancel>

Hit Enter to continue.

Default MTA Installation complete

Installing OpenNMS:
Now that all of the preparations are complete install OpenNMS:
sudo apt-get update
sudo apt-get install opennms

128



Type “y” and hit Enter to continue.

Once OpenNMS has finished downloading, a message will appear.

I Configuring opennm=s-db I

The OpenMNMS installer must now be run manually

Previous wersions of this package would invoke the installer to handle
initial setup, or upgrade an existing database. This is no longer the
case. You must manually run /usr/share/opennms,/bin/install to complete
this install/upgrade. Full install documentation can be found in the
opennms—doc package or viewed online at the OpenNMS wiki,
(http://www.openmms.org/index.php/0fficial Documentation) .

During the unpacking process a window will appear stating “IPLIKE installation failed”. This will
be addressed in a later step.

I Configuring iplike-pgsqlS3 I

IPLIEE installation failed

Failed to install iplike into the templatel or opennms databases. See ftmpfinstall_iplike.log for details.
To skip this step and install manually, sSet the environment variable SKIP_ IPLIKE INSTALL before installing
this package. To install iplike into your database, use the fusrfsbinfinstall_iplike.sh script. See
“install_iplike.sh -h° for more details.

After the installation of OpenNMS is complete, it may be desirable to delete the apt-get file
created previously to prevent auto updates to OpenNMS. This step is optional.

OpenNMS Package install complete

129



Configuring Java:
To configure Java for the use with OpenNMS, run the following scripts:
sudo /usr/share/opennms/bin/runjava -s

-

Java Configuration complete

Creating the OpenNMS Database:
sudo /usr/share/opennms/bin/install -dis

Installing IPLIKE:
sudo /usr/sbin/install_iplike.sh

This command will only have one line of output

T 1:~% Jusr/sbin/install iplike.s=l

| FU
If the command ran successfully, this is the expected output.

Verify Connection to Post GRE SOL:
To verify that the Post GRE SQL database is functioning properly, enter the following command:
psql -U postgres --host=localhost opennms
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If the prompt is similar to the one shown above, the connection was successful. Type
“\q” to exit this promote.

Starting OpenNMS:
If all steps were completed with no issues, OpenNMS is now ready to be started.

sudo service opennms start

This process will take some time since there are several sub processes that OpenNMS is also
starting.

Check the status:
sudo service opennms status

If all services are running, OpenNMS is now ready to be accessed via a web browser.

Accessing OpenNMS:
Navigate to the address http://172.24.64.25:8980/opennms/ using a web browser of any kind on
a computer which can connect to the SNMP server.
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Mar 23, 2015 13:58 EOT
open

Username ‘ ‘

The default login information is
Username: admin
Password: admin

Changing default Admin password:

Mouse over “admin” in the top right and select the “Change Password” option in the drop down

menu.
Mar 23, 2015 22:31 EOT
Maps ~ X admin ~

Motices:

Configure OpeniMS
Cluick-Add Mode
HedplSupport
Change Password
Log Cut

—
This will bring up an additional page with only one option. Select “Change Password”.
Home  User Account Self-Service

User Account Self-Service

Changs Password

Fill out the information in the Password Change form and click “Submit”:

Home = Self-Service = Change Password

Please enter the old and new passwords and confirm.

Current Password:

New Password:

Confirm New Password:

sasssEEEe -

Submit Cancel

Scanning for Devices:
At this point, in the tutorial devices configured for SNMP will be required on the network. If
devices have not yet been configured perform that step now. Refer to the following for
instructions on SNMP Agent configuration.
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Configuring Ubuntu server 14.04 as a SNMP Agent or Configuring Cisco device
Configuring SNMP for Windows Server 2012 R2
If there is at least one device configured continue the Scanning for devices step.

To begin, access the admin configuration page and select the “Configure Discovery” button:

Mar24, 20152145 ED

Search  Info «

Siatus = Reporis « Dashboards + Maps ~ L admin -

open

Nofices:

Configure OpenNMS
Quick-Add Node
Help/Support

Change Password
Configure Users, Groups and On-Call Roles: Add, modify or delete ex Log Out

Groups contain users. Roles are built from groups and provide a mechg
calendar-based on-call staff rotations. (User: A person, Group: Administrators, Role: On

Notification Status: Notifications will be sent out only if this setting is switched to On. This

Home = Admin

Descriptions

OpenNMS System
Detailed Documentation on all options can be found on the OpenNMS

Configure Users, Groups and On-Call Roles
System Information
Instrumentation Log Reader

mumty Names by IP is a system-wide seting.As \qng asthisis Or‘.’_OpenNMS wi_H create no notifications. The

Coni SNMP Data Collecli Interf current status of notifications is also reflected in the upper right-hand corner of every
onfigure ala Lolleclion per inieriace OpenMMS screen with a banner denoting either Notices On or Notices OF.

Manage and Unmanage Interfaces and Services

Manage Thresholds Configure Discovery: Set up the IP addresses (individual addresses and/or ranges) that

Send Event you want OpenMMS to ping periodically in order to detect new nodes

gg:ggﬂlr:ng::{;c;;lsr:ns Configure SNMP Community Names by IP:Configure the Community String used in

SNMP Data Collection and other SNMP operations. CpenNMS is shipped with a

Manage Events Configuration

Manage SNMP Collections and Data Collection Groups community string of "public”. If you have set a different read community on your devices

you must put it here to be able to collect data from these devices.

Notification Status: On ® Off Update Configure SNMP Data Collection per Interface: This interface will allow you to configure
which IP and non-IP interfaces are used in SNMP Data Collection.

Configuring an IP range for discovery:

atus ~  Reporis ~

Home = Admin Discovery  Modify Configuration

‘Save and Restart Discovery

General Settings

Initial sleep time 20
{sec):
Restart sleap time 24 b
{hours):
Threads: 1
Retries: 1
Timeout (ms.): 2000

Mo specifics found.

Add New

Include URLs

No include URLs found.

Add New

Include Ranpges

Mo include ranges found.

Exclude Ranpges

Mo exclude ranges found.

Add New
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Enter the IP address range: Begin IP and End IP:

Home

Add Include Range to Discovery

Add a range of IP addresses to include in discovery.
Begin and End IP addresses are required.

“f'ou can set the number of Refries and Timeouf. If these parameters are not set, default values will be us=d.
Begin IP Address:

162.183.132.0

End IP Address:

162.138.132.255| ]

Retries:
1

Timeout (ms):
2000

HAadd Cancel

Continue this process for all of the networking device subnet ranges:

Include Ranges
Begin Address End Address Timeout (ms.) Retries Action
182.188.132.0 192 168.132.255 2000 1

162.188.128.0 192 168.131.255 2000 1 Delete

1T2.24.64.0 172.24.79.255 2000 1 Delete

Then click “Save and Restart Discovery”.

Altering the Community String for SNMP discovery:
If the network devices have been configured to use a different read and write community string,
this can be changed on the “Configure SNMP Community Names by IP” page.

Dperations

Configure Discovery
nfgure = rata Caollechon per Interface

Manage and Unmanage Interfaces and Services
Manage Thresholds

Send Event

Configure Motifications

Schedul=d Outages

Manage Events Configuration

Manage SMMP Collections and Data Collection Groups
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Fill in the information for the First and Last IP addresses along with the desired “Read
Community String” and “Write Community String”. All other values can be left blank or default.
Then, click “Save Config”.

Updating SNMP Configuration

General Parameters

Read Community
String:

vih2e specific parameters

public

Defauli: public

Version: v
vac 2 Wirite Community private
Default: v2c String:
Default: privatz
First IP Address: 192.188.132.0
Last IP Address: 102.168.132. 255 x
Timeout: 1300
Default: 3000 ms
Retries: 1
Default: 1
Port 181
Default: 161
Proxy Host:
Max Request Size: 85535
Default: 63535
Max Vars Per Pdu: 10
Default: 10
Max Repetitions: 2

Default: 2

Send Event ]
Default: enabled

SendLocaly ]
Default: disabled

Save Config || Cancel

On this same page, it is also possible to look up the community string a particular IP address is
configured to use. Type in the IP address to look up in the text box and click “Look up”. The
information configured for the IP address will be displayed in the fields below and can be altered
and saved as desired.

Home = Admin

SHMP Config Lookup

IP Address

Configure SNMP by IP

Look up

Viewing Nodes:
At this point, OpenNMS should be either finished or in the process of discovering SNMP devices
for the network address ranges specified. To view the devices it has discovered, access the
nodes page.
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Mar 23, 2015 23:17 EDT
Search  Info~  Status » Reportc ~ Dashboards ~ Maps & admin -

Home = Search = Node List

acm-rir- 1841 tydrous.tv acm-sw-2060 tydrous.tv
acm-rir-2851 tydrous.tv aem-w-3560 tydrous v

All of the discovered devices, or “Nodes”, are listed here. Additional information about each
node can be viewed by clicking on the desired Node.

Mar 23, 2015 23:23 H

Search Info~ Status  Reports ~ Dashboards »  Maps » & admin

Home = Search = Mode

MNode: acm-sw-3560.tydrous.tv (1D: 3)
Nof & member of any provisioning requisition

View Events  View Alarms  View Outapes  AssetInfo  Hardware Info S5H  Resource Graphs Rescan  Admin  Update SNMP  Schedule Outape

SNMP Atfributes General [ Status: Active]

Name acm-sw-3580.tydrous.tv Wiaw Mode Link Detailed Info

i e vl 1.3.0.1.4.1.9.1.834

Surveillance Category Memberships {Edif)

/ACM Akron Childs Play Rack B Right side of PC Gaming room 3 - -
This node is nat a member of any categarias.

Nicholas Bordo @ 123-456-7890

Gisco 105 Sofrare, C3500 Sofware (C3560-IPSERVICESKE-M), Version 12 2(5/SE10, Notifications
RELEASE SOFTWARE (fc2).. Technical Support: hittp:(www.cisco.com/techsuppart. Copyright ¥ wtstanding notifications far this nod
| WA (<) 185-2015 by Cisco Systems, Inc...Compiled Wed 11-Feb-15 11:34 by prod_rel_team Your acknoviedged nofiications for tis nads

R Evr
Availability (last 24 haurs) 100.000% 184 32315234750 Nommal  Linkd BridgeLinkDiscavery complated.
192.168,128.11 : ‘a0 14 ; 100.000%
0 R0 600 0R0D LD W00 1700 000 = 152 HTISIAATAD MWormal  Linkd CepLinksDiscavery completed.
(& | | | 100.000%
151 32ans23T4e Mormal Linkd LidpLinkDiscovery completed.
R | | | 100.000%
e 00, 150 H23ME23AT-48 Nommal  Linkd IpNefTaMedisLinkDiscovery completed
148 2AMEIIATAT Nommal  Linkd IsisLinkDiscovery starisd
Node Interfaces
More...
IPintsrfaces | Physical Interfaces
Recent Outages
IF Address IF Host Name ifindex Managed There have been no cutages on this node in the last 24 hours.

102 168 128 11 sem-sw-3580 fydrous tu M

Installation and Basic Configuration of OpenNMS is now complete.

Accessing Resource Graphs:

OpenNMS offers many statistics and graphs for devices it manages. To access this information,
click on the “Resource Graphs” button in the node page.

Search Info =

E'.lll.l e

Home = Search = Node

Mode: acm-sw-3560.tydrous.tv (ID: 3)
Nof & member of any provisioning requisition

iew Events  View Alarms  View Outages AssetInfo  Hardware Info  55H |Besource Graphs| Rescan  Admin  Update SMMP  Schedule Outape

SHMP Attnibutes General [ Status: Active)

Hame acm-sw-3560 tydrous.tv View Mode Link Detailed Info

L el 1.3.0.1.4.1.8.1.934

Select the information from the device to be viewed by checking the box to the left of the desired
items. Then click on the “Graph Selection” button at the bottom center of the window.
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Mar 24, 2015 15:15 EDT

Iffe ~ Status + Repots + Dashboards + Maps~ L admin ~

Home = Reports = Resource Graphs = Choose

Node: acm-sw-3560_tydrous.tv

Node Resources

¥ _SNMP Node Data (1)

[OModetevel Padormance Data
¥ _SNMP Interface Data {1)

Zi\/15 (MANAGEMENT VLAN INTERFACE, 1 Gbps)
¥ Response Time (1)
[C1ez2. 18812811

Clear Selection Select All Graph Selection Search Graph All

Example output:

Mar 24, 2015 15:19 H

apen Info ~ Status ~ Reports ~ Dashboards  Maps ~ A admin

Home Reports  Resource Graphs = Results

Time period | Last Day

From Mon Mar 23 15:10:00 EDT 2015
To Tue Mar 24 15:19:00 ECT 2015

SNMF Interface Data

Bits In/0ut (High Speed)

3.0k
- 20k
&
u
& 10k
N
%
= a8
"
&
S ok

-2.0 k

16:00 18:00 20:00 22: 00 0e:00 B2:00 04 00 05 B0 08: 00 10:00 12:00 14:00

Hin avg : 1,75k Min ¢ 1.54 k Max i 2.72 k
Mot &g : 1,19 k Min : B57.4B  Max 1.85 k

Tet In ;160,17 M  Tot Qut :  ES.GLM Tor : 168,18 M

W ¥
Cisco Packets In/Out
3,0

=
5 2.0
¥
H
a 1.8
w
T
=
F 0.e
o

A

16:00  18:00  20:08  22:00  00:00  0G2:06  04:00 05:80  G8:00  L10:6@  12:80  14:00

Mout #&vg : B49.76m Min : 0.08  Max 3.00
Mowt &g @ 85.74m Min ©.08  Max 1.08
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What occurs during an outage:
The main purpose of OpenNMS or any SNMP server is to monitor the health of the network.
Here is a quick look at what will happen in the event of a device losing connection to the
network. When a network issue is detected by OpenNMS, alarms are generated and displayed
on the home screen. The following is an example of the connection loss of one of the two head
end routers in this network.

Mar 25,2015 13:45 EDT

open Search Info ~ Sfatus ~ Reporis ~ Dashboards ~ Maps ~ AL admin ~
Home
Nodes with Pending Problems Availability Over the Past 24 Hours

Categories Availability & You have no outstanding notices
% There are no outstanding notices
£ On-Call Schedule

acm-rir-1841 tydrous.tv has 5 alarms
(3 minutes)

Network Interfaces 99.994%

- Web Servers 100.000%
s |
acm-rir-1841 tydrous tv (2 minutes) Email Servers 100.000%
DMS and DHCP Servers 99.994%
Search
Database Sernvers 100.000%
JMX Servers 100.000%

KSC Reporis
Mo KSC reports defined

Other Servers 99.994%

Availability

Overall Service Availability 14 of 82 99.994%

When OpenNMS detects the loss of connection with one of the devices it monitors, alarms are
generated for that device. Outages are noted in the summary of network performance and
alarms are listed to the left. Detailed information can be viewed about the alarms by clicking on
the “alarms” button on the left in the Nodes with Pending Problems section.

Mar 25, 2015 13:47 EDT
open Search Info ~ Status - Reporis ~ Dashboards Maps A admin ~

Home ' Alarms = List

View all alarms Advanced Search Long Listing Severity Legend Acknowledge entire search

~ Unsaved flie: . Hcknuwladge all alarms that match the current search constraints, even those not shown on the scree
Results 1-5of 5
D
Ack Severity MNode Count Last Event Time Log Msg
9 acm-rir-1841 tydrous.tv 1 Mar 25,2015 1:4324 PMEE Interface 172.20.32.3 is down.
8 acm-rir-1841 tydrous.tv 1 Mar 25, 2015 14324 PME® Interface 192.168.132.3 is down.
7 acm-rir-1841 tydrous tv 1 Mar 25,2015 1:43:24 PMEE Interface 172.24.64.3 is down.
(] acm-rir-1841 tydrous.tv 1 Mar 25,2015 14324 PME® Interface 192.168.128.3 is down.
5 acm-rir-1841 tydrous tv 1 Mar25 2015 1:4145 PMEE SNMP data collection on interface 192.168.132.3 failed with Timeout retrieving
SnmpCollectors for 192.168.132.3 for /192.168.132.3: SnmpCollectors for 192.168.132.3;
snmpTimeoutError for: 192.168.132.3".

Details about the individual node can also be viewed by clicking on the name of the node in the
list of alarms. The .1 addresses are still accessible since those are not located directly on the
device and are virtual interfaces for gateway redundancy using GLBP. Only one of the routers
was lost in this scenario.
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Node: acm-tr-1841.tydrous.tv (ID: 2
Not a member of any provisioning requisition

View Events View Alarms  View Outages AssetInfo  HardwareInfo SSH  Resource Graphs Rescan Admin  Update SNMP  Schedule Outage

Name.

aom-rir-1841 tydrous tv

PIRTTY 136.1.4.1.0.1.620

[EESTL I ~C1it Akron Childs Play Rack B Right side of PC Gaming room

[T icholas Bordo @ 330-703-9601

Cisco 10S Software, 1841 Software (C1841-IPBASEKS-M), Version 12.4(24)T8, RELEASE SOFTWARE (fc1). Technical Support
[ERSSTR it v ciseo. comtechsupport..Copyright (c) 1986-2012 by Cisco Systems, Inc...Compied Sun 09-Sep-12 03:08 by prod_rel_team

Availability

‘General ( Status: Active)
‘View Node Link Detalled Info

Surveillance Category Memberships (Edit)

This node is not a member of any categories.

Notifications.

Your outstanding notfications fof this node
“Your acknowiedged nofifications for this node.

Availabilty (last 24 hours) 99.450% Recent Events
101047 ) 1500 1900 2200 0100 0430 0700 1000 130c 100.000% 647 3/25M513:43:24 | Minor Interface 172.20.32.3 is down.
S e — PO 545 325/1513:4324 | Minor Interface 192.168.132.3 s down
645 3725115 13:4324 | Minor Interface 17224 64.3 s down
aad T Y e
644 3/25/1513:43:24 § Minor Interface 192.168.128.3 is down.
&= O Y e
543 3/25/15 13.4145 | Minor SNMP data colection o interface 192,163,132 3 falld vith Tmeout refrieving SnmpCollectors for 192.168.132.3 for
17220321 ) 1500 1900 2200 0100 0400 0700 1000 130¢ 100.000% /182.168.132.3: SnmpColectors for 192,168, 132.3: snmpTmeoulError for /182 168.132.3.
S5 T S O e Hore
aan O Y e
Recent Outages
&= O Y 100.000% Interface service Lost Regained Outage 1D
17220323 ) 1600 1300 2200 000 0400 0700 1000 130¢ 98.900% 1220323 ons 325115 134324 Down 1a
I DNS I I Y O | 98.900% 17220323 IcMP. 3125115 13:43:24 DOWN 13
I ad T Y | e rR0ss ==H S 1338 o -
I &= O Y EHEBY e o s s oo o
0 D | D 192.168.132.3 SNMP 32515 13:43:24 DOWN 10
17224641 3 1600 1300 2200 0100 0400 97,00 2000 130C 100.000%
1921681323 1cup 328115 134324 Down o
S5 T S O e
1921681323 ssH 325115 134324 Down 5
aan O Y e
17224843 DNS 32515 13:43:24 DOWN 7
g 1 Y 100.000% 17224543 1cup 328115 134324 Down 6
& ] ] ERAIE 17224643 SSH 325015 13:43:24 DOWN 5
17224643 ) 1500 1300 2200 0100 0400 0700 20:00 1300 98.900% 1921681283 DNS 3125015 13:43:24 DOWN 4
I E5 T Y | e fetes e e il DO :
| B T S | 98.300% s e S s Do :
| B N — s8.900% e = s oo !

Action can then be taken to resolve the issue by contacting the person responsible for the failed
device. When the issue is resolved OpenNMS automatically clears the alarms for the downed
node. It may take some time for the alarms to clear, but after 5 to 10 minutes, OpenNMS should
see no pending problems on the network. Outage information is noted in the summary section

as well as in the individual device page.

open

Mar 25, 2015 14:08 EDT

Search Info ~ Status ~ Dashboards ~ 2 admin ~

Reporis ~

Maps -

Home

Nodes with Pending Problems

There are ne pending problems.

Network Interfaces

Availability Over the Past 24 Hours

Notifications

& You have no outstanding notices
i There are no outstanding notices
2 On-Call Schedule

Availability
99.692%

Web Servers

Nodes with Outages

There are no current outages Email Servers

DNS and DHCP Servers

Database Servers

JMX Servers

Doft 100.000%
Doft 100.000%
Dof17 99.655% Search
0of0 100.000%
100.000% e

Other Servers

Overall Service Availability

No KSC reports defined
99.676%

Search

Quick Search

Availability
99.679%

0 of 82 I
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Configuring SNMP for Windows Server 2012 R2

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

This tutorial will be using the domain name tydrous.tv. This procedure will work for any other domain
name simply replace tydrous.tv with the different domain.

Configuring Windows Server SNMP:
Open the Server manager and select the “Add Roles and Features” option from the “Manage”
drop down menu.

Manage Toaols View Help

| Add Roles and Features |

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Make sure the “Role-based or feature based installation” is selected and click “Next”.

[ Add Roles and Features Wizard = || = -

DESTINATION SERVER

Select installation type ACMLNHOST 1

Before You Begin Select the installation type. You can install reles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).

Installation Type

(@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
Confirmation or sessicn-based desktop deployment.

< Previous Insta Cancel
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Select the server to add the feature to and click “Next”.

Before You Begin

Installation Type

Server Roles
Features

Confirmation

Select destination server

DESTINATION SERVER
ACM-VM-HOST-1

Select a server or a virtual hard disk on which to install roles and features.

() Select a virtual hard disk

Server Pool

Filter:

M-HOST-1 2. Microsoft Win,

Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

< Previous |

[ || [ insta | [ Cancel

Skip the Server Roles window without selecting any roles to add and move to the Features

window by clicking “Next”.

Select server roles

gefore You B2gin

Installation Type

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server.

DESTINATION SERVER
ACM-VM-HOST-1

Roles Description
. |~ File and Storage Services includes
[ Application Server services that are always installed, as
[] DHCP Server well as functionality that you can
[] DNS Server install to help manage file servers
and storage.
[] Fax Server ||
b
Hyper-V (Installed)
[ Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services -
[] Volume Activation Services
[ Web Server (IIS)
[] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services ™
<previous || Nea> || | sl | [ cancel

141



Select the “SNMP Service” option by checking the box to the left. Then, click "Next”.

DESTINATIOM SERVER

Select features ACMVM_HOST. 1

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection i S A Simple Network Management
[] RAS Connection Manager Administration Kit (CMZ£ Protocol (SNMP) Service includes
[] Remote Assistance agents that monitor the activity in
network devices and report to the
network console workstation.

server Roles

[] Remote Differential Compression
Confirmation [ [M] Remaote Server Administration Tools (2 of 40 insta
[] RPC over HTTP Proxy
[[] Simple TCP/IP Services
SMB 1.0/CIFS File Sharing Support (Installed)
[] SMB Bandwidth Limit
] SMTP Server
b SNMP Servicel
O Tenet Client
[ Telnet Server
[] TFTP Client
b [M] User Interfaces and Infrastructure (2 of 3 installed) "

<] [T [ 15| |

|-:£reviuu5 |I| Mext = |I | Install || Cancel |

If presented with a dialog box, click “Add Feature” and click “Next” again at the Features
window.

Add features that are required for SNMP Service?

The following toels are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Admimstration Tools
4 Feature Administration Toaols
[Tools] SMMP Tools

Include management tools (if applicable)

142



Click “Install” to begin adding the feature. The install process will complete in the background.

e Add Roles and Features Wizard = | = -

DESTIMATION SERVER

Confirm installation selections ACMVMHOST-1
Before You Begin To install the following roles, role services, or features on selected server, click Imstall.
Installation Type I Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Server Roles

Fe

Remaote Server Administration Tools

Feature Administration Tools
SNMP Toals

SNMP Service

Export configuration settings
Specify an alternate source path

—
< Previous Mext » I| Install |I| Cancel |
| —]

Once the installation is complete click on the “Close” button and return to the Server Manager
window. Click on “Tools” and select the “Services” option.

—ﬁl-

r1 Manage Tools View

Component Services
Computer Management
Defragment and Optimize Drives
Event Viewer

Hyper-V Manager

i5C5I Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-hit)
ODBC Data Sources (64-hit)
Performance Menitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration
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Scroll down to “SNMP Service” and right click on it and select the “Properties” option.

File Action View Help

N EEEE

PSRN GR i A AiaPeeh s =:]z:

SNMP Service Name - Description Status Startup Type Log ~ |
%, Remote Registry Enables rem... Automatic (T.. Loc
Stop the service i%Resultﬁnt Set of Policy Provi... Provides a n... Manual Loc
Bestart the service %, Routing and Remote Access  Offers routi.., Disabled Loc
C.,a.b RPC Endpoint Mapper Resolves RP... Running  Automatic MNet
Description: Q.m Secondary Logon Enables star... Manual Loc
Enables Simple Network :%SECUFE Socket Tunneling Pr...  Provides su... Manual Loc
:;:thir::gtep;?t:sgsilefr;}ﬂ:::s S.m Security Accounts Manager  The startuP Runn?ng Autom at?c Loc
computer. If this service is stopped, %, Server Supperts fil..  Running  Automatic Loc
the computer will be unable to ‘i, Shell Hardware Detection Provides no..  Running  Automatic Loc
process SNMP requests. If this service 7 smart Card Manages ac... Disabled Loc
:e(:;:z:l:]‘ :t::ilﬁ::ctzsstt:ar:. explicitly C.,a.b Smart Card Device Enumera... Creates soft... Manual (Trig... Loc

i SNMP Trap Start Loc/ =
%, Seftware Protect Stop Automatic (0., MNet
i%SpecialAdminist Pause Manual Loc
3%Spot‘u’erifier Resume Manual (Trig.. Loc
', SSDP Discove Disabled Loc
i%StorageTiers za Restart Manual Loc
; Superfetch All Tasks ’ Manual Loc
C.ﬂﬂ System Event No| Refresh Running  Automatic Loc| .|

—_— N

Extended / Standard / '
Opens the properties dialog box for the current selection. | REE

Select the “Agent” tab and enter in the contact information and location of the server.

|Genera| I Log On I Recovery| Agent | Traps ISemrrtyI Dependencies |

Intemiet management systems may request the contact person,
system location, and network services for this computer from the
SNMP service.

Contact: Nichc:las Bordo @ 123-456-7890) |

Location: |m:ru1 Akron Childs Flay Rack A Left side of FC Garnir15|

Service

[+] Physical  [v] Applications  [_] Datalink and subnetwork

[w]intemet  [v] End4o-end

Click on the “Security” tab and then click on the first “Add...” button to configure the community
string.
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|Genefal | Log On | Recovery | Agent ITmps | Securty |Dependenc1es|

[ Send authentication trap

Accepted community names
Community Rights
|ERdd ) [ B | [ Bemowe

() Accept SNMP packets from ary host
(® Accept SNMP packets from these hosts

localhost

ok | [ Concel |[ ooy |

Enter in the read only community string in the “Community Name” text box. Make sure the
community string is configured as “READ ONLY” and then click “Add”.

Community rights:
|READ ONLY

Community Mame:
[EKacmR=@diNYy

Configure the host IP address that the server will send its SNMP traps to. Click the second
“Add...” button.

|Genera| I Log On I Recovery I Agent ITraps | Security |Dependencies|

Send authertication trap

Accepted community names
Community Rights
AKacmRe@dONly READ ONLY

(O Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts

|ocalhost
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Enter the IP address of the SNMP server. In this case, enter “172.24.64.25” and click “Add”.
SNMP Service Configuration -

Host name, IP or IPX address:
7224 6425 |

Complete the SNMP configuration by Clicking “OK”.

SNMP Service Properties (Local Computer)

‘ General I Log On | Recovery | Agent ITmps | Security | Dependencies |

Send authentication trap

Accepted community names
Community Rights
AkzcmRe@dONly READ ONLY

Add | | Edit | | Bemove

() Accept SNMP packets from ary host
(®) Accept SNMP packets from these hosts
localhost

172.24.64.25

Fd. | | e | | Femove |

=1

Configuration of SNMP for Windows Server 2012 R2 is complete.

Adding the server to OpenNMS:

If the device is not automatically discovered by OpenNMS, a static configuration might be
necessary. Navigate to the configure OpenNMS page and click on “Add Interface for Scanning”
button.

Mar 24,2015 2135 EDT
Status Reporis + Dashboards ~ Maps « 2 admin ~

Search  Info «

open

Nofices:
Configure OpenNMS

OpenNMS System Quick-Add Node
Help/Support

Home Admin

Configure Users, Groups and On-Call Roles
System Information Change Password

Instrumentation Log Reader Log Out

Configure Discovery

Configure SNMP Community Names by IP

Configure SNMP Data Collection per Interface

Manage and Unmanage Interfaces and Services
Manage Thresholds

Send Event

Configure Nofifications

Scheduled Qutages

Manage Events Configuration

Manage SNMP Collections and Data Collection Groups

Notification Status: On ® Off Update

Node Provisioning

Add Interface for Scanning

Tanage rrovisionng Requisitions
Import and Export Asset Information

Manage Surveillance Categories
Delets Nodes

146



Type in the IP address of the device to add and click the “Add” button.
Mar 24, 2015 21:36 EDT

open Search Info ~ Status ~ Reports ~ Dashboards + Maps ~ L admin ~

Home = Admin = Add Interface

Enter IP Address

IP address:

‘ 172.24.62.21 ‘

Add Cancel

Verify that the new device has been added by going to the Nodes page.

Mar 24,2015 21:39 EDT
Search Info ~ Stafus « Reporis - Dashboards Maps ~ A admin ~

open

Nodes
Assets
Path Outages

Node List

Search

Home

acm-dhcp-1.tydrous. tv
acm-dns-1.tydrous tv
acm-ftp-1.tydrous.tv
acm-nip-1.tydrous.tv
acm-rir-1841 tydrous tv
acm-rir-2851 tydrous tv
acm-snmp-1.tydrous v
acm-sw-2960 tydrous. tv

I acm-vm-host-1.fydrous.tv I

10 Modes Show interfaces

Adding the Windows server to OpenNMS is complete.
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Syslog Server Setup

These instructions are for rsyslog on Ubuntu Server 14.04

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Start with a clean installation of Ubuntu 14.04
Refer to the instructions on how to install Ubuntu Server 14.04 for a clean installation.

Set the interface information for the server:
Refer to the instructions for configuring Ubuntu Server 14.04 Ethernet interfaces.
NOTE:

In this setup use the default gateway address as the dns-nameserver. Since the DNS
server is not yet working this server will need to use the DNS function of the gateway in order to
download the Bind9 package later in these instructions. Using the example in the Configuring
Ubuntu Server 14.04 Ethernet interfaces instructions.

Set hostname of server:
Refer to the instructions for changing an Ubuntu Server 14.04 hostname.

Beginning Syslog server Configuration:
There are no additional packages that need to be installed in order to set up a syslog server.
The default installation of Ubuntu Server 14.04 uses rsyslog for local logging. This tutorial will
convert that local logging service into one that will aggregate log files from many devices into
one place.

Editing the rsyslog.conf file:
The configuration file for the rsyslog process can be found at the following location.
sudo vim /etc/rsyslog.conf

The file will be full of many options, and there are two that need to be uncommented. An
additional statement will need to be added to the end. The 2 lines surrounded by the red box are
the two that need to be uncommented.
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In addition, there is a statement that needs to be added to the bottom of the file. This statement
is what will allow the syslog server to dynamically create new log files for different devices it
receives log messages from:

$template DynaFile,"/var/log/remote-logs/%HOSTNAME%.log"
** -?DynaFile

Configuration of the rsyslog file is complete

Giving rsyslog ownership of the log directory:
Since the rsyslog process needs to be able to make alterations to the log folder, it needs
ownership of that folder. Change directories to the /var directory and alter the owner of the file.
cd /var
sudo chown syslog:syslog log

To verify that the files owner has changed, use the following command:

Is -l /var
il i s

i

Ownership change of log directory is complete.

Restarting the rsyslog process:

Now that all the preparations are finished, it is time to apply these new changes and restart the
rsyslog process:
sudo service rsyslog restart

Restart compete

For instructions on configuring a client to send Syslog messages to this server, refer to the
“Configuring Ubuntu server 14.04 as a Syslog Client”.
Configuration of rsyslog is complete.
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Installing and configuring FileZilla Client

For the purposes of these instructions, anything after “#” is a comment for the benefit of the reader to
better explain the function of a command.

Downloading FileZilla Installer:
Go to filezilla-project.org.

Click on “Download” on the left side of the screen not the “Quick Download Link”. The quick
download option contains possible bloatware that could be installed.

& https:/filezilla-project.org

EFlIeZ|IIaTh,ﬁ,,m.m.m

Home Overview

FileZilla Welcome to the homepage of FileZilla, the free FTP solution. Both a client and a sei
Features available. FileZilla is open source software distributed free of charge under the tern
Screenshots General Public License
Download
Documentation Support is available through our forums, the wiki and the bug and feature request t

FileZilla Server 1n addition, you will find documentation on how to compile FileZilla and nightly builc
Download platforms in the development section.

< Quick download links

Community
Forum
Project page
Wiki Dg pad Download

General E : : FileZilla Server
Contact All pla Windows only
License
Privacy Policy

Pick the client if you want to transfer files. Get the server if you want to mal
Development for others.

Source cade PR —

Click on the “Show additional download options” button

IAFileZilla.........

e Client Download

FileZilla The latest stable version of FileZilla Client is 3.10.2
Features
Screenshots Please select the file appropriate for your platform below.
Download

- oy
Documentation € windows *

FileZilla Server T’
Duwiina o
Dot SOIJ:"_':,urQE 1iuz*=d For Open Source
Community recommended)
Forum o :
. This installer may include bundled offers. Check below for
Project page 5 !
Wiki more options.
General windows Vista, 7, 8 and 8.1 are supported, each both 32
Contact and 64 bit.
License .
Privacy Policy ¢ More download options
Development Not what you are looking for?
Source code
Nightly builds ™~ Show additional download options
Translations

Version history
Channelnn
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This will bring up different options other than the quick download option. Click on the .exe
version of FileZilla.

IFAFileZilla.........

Home Client Download

FileZilla The latest stable version of FileZilla Client is 3.10.2
Features
Screenshots Please select the file appropriate for your platform belc
Download »
Documentation Q@ Windows &7

FileZilla Server I~ Filezilla_3.10.2_win32-setup.exe b (recommend
Download

. ~ FileZi i i

Community Filezilla_3.10.2 win32.zip @
Forum Windows Vista, 7, 8 and 8.1 are supported, each bo
Project page 32 and 64 bit.
Wiki

The download should start automatically after 5 seconds when the page loads. If not, click the

“direct link” button.

FileZilla

Your download will start in 0 seconds...

Run the installer after it finishes downloading.

E FileZilla_3.10.2_win3....exe

Blindly agree to the terms and conditions by hitting the “I Agree” button.
rﬂ FileZilla Client 3.10.2 Setup IR i

License Agreement
FPlease review the license terms before installing FileZilla Client 3.10.2, E

Press Page Down to see the rest of the agreement.

| GMU GEMERAL PUBLIC LICENSE -
Version 2, June 1951 I

Copyright (C) 1989, 1991 Free Software Foundation, Inc,

53 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The_licenses_ for most s_of'tware are designed to take away your -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZila Client 3.10.2.

[ 1 Agree ] [ Cancel
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This can be a smgle user install or for all users on the machine.
[a FileZilla Client 3.10.2 Setup P [E=EEERS

Choose Installation Options E

Who should this application be installed for?

Please select whether you wish to make this software available to all users or just yourself,

@ Anyone who uses this computer (all users)
i () Only for me (Rachael)

Installation for all users requires Administrator privileges.

< Back I[ Next > Cancel

| ——

The default options are fine for this application of FileZilla. Click “Next” to continue.
(& Filezita Client 2102 Setup W [E=REE =)

Choose Components
Choose which features of FileZilla Client 3.10.2 you want to install. E

Check the components you want to install and unchedk the components you don't want to
install. Click Next to continue.,

(| Select components to install Filezila Client DT
Tcon sets

\ Language files
Shell Extension

[l [[] Desktop Icon

|

Space required: 22.4MB
U

< Back Next = ] [ Cancel

Here is where the installation path can be set. The default option is fine. Click “Next” to
continue.

-
[ FileZilla Client 3.10.2 Setup rf P e
- p—

=T

Choose Install Location
Choose the folder in which to install FileZilla Client 3.10.2. E

Setup will install FileZilla Client 3, 10,2 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Next to continue.

Destination Folder

ogram Files (x86)\FileZila FTP Client] Browse...

Space required: 22.4MB
Space avaizble: 426.0GB

< Back [ Mext = J [ Cancel

N—— e ——— =
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This is the final step before installation. A shortcut can be placed in the start menu under the
specified folder. Click “Install” when finished.

[ Fiezila Client 31025etup [E=SE=—

| BN
Choose Start Menu Folder E

Choose a Start Menu folder for the FileZila Client 3.10.2 shortouts,

Select the Start Menu folder in which you would like to create the program's shorteuts. You
can also enter a name to create a new folder.

Accessories\FileZilla FTP Client

Accessories. -
Administrative Tools

AMD

AMD VISION Engine Control Center
BitMeter

Catalina — Print Savings

Codecs for Windows 7 Pack
Coupons

DAEMON Tools Lite

Energy Star

Evernote

[7]Do not create sharteuts

n

< Back [ Install l[ Cancel

EFiIeZiIIa Client 3.10.2 Setup a il & s s = e

Completing the FileZilla Client
3.10.2 Setup

FileZilla Client 3.10.2 has been installed on your computer.

Click Finish to dose Setup,

5

Installation of Filezillais complete.

Using FileZilla:

When FileZilla is first opened, it will look similar to this:

Click “Finished” to complete installation and launch FileZilla.

=] FileZilla

File Edit View Transfer Server Bookmarks Help

IMIFE AR AT

=E

Host [ | Usermame: | Passuword: | pot [ | [ Quickconneet | -]
Local site: [\ v
= B Desktop
Documents
=X This pC|

- G

ey Dt (New Volume)

#ed E
Filename = Filesize  Filetype Lost modified Filename Filesize Filetype  Lastn
c Local Disk
(D (Backup) Local Disk
e CD Drive Not connected to any server

< w >
Server/Local file Direction Remote file Size Priority  Status
Queued files | Failed transfers | Successful transfers
B3 Queue: empty e
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To connect to the internal FTP server, go to the file drop down menu and select “Site
Manager...” and click on “New Site”.

Select Entry:
W My Sites

General |Advanced | Transfer Settings | Charset |

Haost: | | Fort: |

Protocal: |FI'P - File Transfer Protocol

Encryption: | Use explicit FTP over TLS if available

Logon Type: |Anonymous

User: |

Password: |

Account: |

Comments:

[ Newsite ||| New Folder |

| New Bookmark || Rename |

| Delete | | Duplicate |

| Connect ||

Give the site a name and enter the information as follows:
Host: acm-ftp-1

Logon Type: Normal

User: acmpublic

Password: ACMcp123

Select “Connect”.

Select Entry:

General |Advanced | Transfer Settings | Charset |

.y My Sites
i Host: |acm-ﬂp-1 | Port:|

Protocol: | FTP - File Transfer Protocol

Encryption: | Use explicit FTP over TLS if available

Logon Type: | MNermal

User: | acmpublic

Password: | [TTTITITY

Account: |

Comments:

r——
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File Edit

d-FIPRFl e iR && Z AT n

View Transfer Server Bookmarks Help

Host: | | Username: | | Password: | | Port: ‘ | | Quickconnect ” '|
Status: Connecting to 172.24.64.27:21...
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Connected
Status: Retrieving directory listing...
Status: Directory listing of "/" successful
Local site: | \ v | Remote site: | ! v
=l Desktop &/
.| Documents
g Dt (New Volurne)
S E
Filenarme™® Filesize Filetype Last medified Filename Filesize Filetype Last n
e Local Disk .
aD: (Backup) Local Disk | Public File folder 313/
LiE €D Drive
<] [T
1 directory
Server/Local file Direction  Remote file Size Priority  Status

Queued files l Failed transfers 1 Successful transfers

B Queus: empty

ee

Game files are located in the Public folder:

File Edit View Transfer Server Bookmarks Help
d-EFEeFlesnae DT n
Host: | | wsemame: | | Password: | por:[ | [uickeonnect |[ -]
| [status: Connecting to 172.24.64.27:21
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Connected
Status: Retrieving directory listing of */Public”...
Status: Directory listing of */Public” successful
Local site: |\ v | Remote site: | /Public v
= Desktop EI
| Documents ). Public
48 This PC
=
= Dt (New Volume)
S E
Filename™* Filesize Filetype Last modified Filename - Filesize Filetype La ~ |
foNel Local Disk -
= D: (Backup) Local Disk | Age2HD File folder 3
&E CD Drive . Baldur's Gate Il Enhanced Edition Filefolder 3/
| Battle.net Filefolder  2/1=
. Borderlands Filefolder 3/
| Counter-Strike Source File folder 3
. Divekick Filefolder 2/
J. Dota 2 File folder 3.
L FileZilla FTP Client File folder 24
| Heroes of the Storm Filefolder 2/
. KillingFloor Filefolder 34
| League of Legends. Filefolder 2/
J Left 4 Dead 2 Filefolder 34
L Minecraft Filefolder 3/
. Minimum Filefolder 3/~
< [ B
25 directories
Server/Local file Direction Remotefile Size Priofity  Status
| Queued files | Failed transfers | Successful transfers
[£] 8 Queue empty oo
—
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To download a file, drag a folder on the server into the destination folder on the local machine
and the transfer will start.

e e L

File Edit View Transfer Server Bookmarks Help
NEECE IO Y.
Host: | || Username: | | Passuord: | | o[ | E
| [status: Starting download of /Public/Divekick/_CommonRedist/DirectX/1un2010/Jun2010_d3d:3_43 xB6.cab -
Status: File transfer successful, transferred 55,058 bytes in 1 second
Status: Starting download of /Public/Divekick/_CommonRedist/DirectX/1un2010/Jun2010_d3dx§_43 x64.cab
Status: Retrieving directory listing of */Public/Divekick/data/D3D11/source/Screens/Continue"...
Status: Directory listing of "/Public/Divekick/data/D3D11/source/Screens/ Continue” successful =
Status: Retrieving directory listing of */Public/Divekick/data/D3D11/source/Sereens/ControllerConfig"... -
Local site: | Ci\Users\Administrator\ Documents\, v | Remote site: | /Public/Divekick/data/D3D11/source/Screens/Continue v
|| AppData ~ - . Screens ~
| Application Data il Attract
i Contacts = i L BrowseRoom
J. Cookies i | CharacterSelect O
- Desktop ‘.| Continue
1| Documents i 2 ControllerConfig
I8 Downloads e -2, FinhtinnScreen h
Filename* Filesize Filetype Last modified Filename - Filesize = Filetype Lal~
ki
1. Divekick File folder 3/27/2015 2:30:0
1 DNS Server File folder 3/25/2015 3:3749 ...
) LAN_Wing_64.P... File folder 2/8/2015 5:30:58 PM
1 My Music File folder
My Pictures File folder
H My Videos File folder
| Operating Syste... File folder 2/8/2015 11:05:51 ..
4] desktop.ini 402 Configuration ... 3/14/2015 10:04:18...
< " >
Iw file and 7 directories. Total size: 402 bytes 1 file, Total size: 50,344,327 bytes
Server/Local file Direction  Remote file Size Priority  Status ~
L acmpublic@acm-ftp-1 o
[ C\Users\AdministratoriD... << /Public/Divekick/_CommonR.. 768,036 Mormal  Transferring
00:00:00 elapsed 0.9% 7,300 bytes (7 B/s)
[ C\Users\Administrator\D... << /Public/Divekick/_CommonR... 937,246 Mormal  Transferring
Transfering
|| CAUsers\AdministratoriD... << /Public/Divekick/_CommonR... 109,445 MNormal
|| CAUsers\AdministratoriD... << /Public/Divekick/_CommonR... 133,205 Normal
|| CAUsers\AdministratoriD...  <<--  /Public/Divekick/_CommonR. 197,283 Normal v
1oueuedﬁles(1s1) j Failed transfers lSuccsslulhanslels(dS) J
(£ Queue: 881.2 MiB o9
o
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Security Policy

Remote Access Policy:
Devices on the USER VLAN will not be permitted to remote to any of the servers or network
devices. This includes telnet, SSH, and remote desktop of server and network devices on the
SERVER VLAN and MANAGEMENT VLAN.

Passwords:

Network devices:
acmlan
L!scOWorki

username acmlan priv 15 secret L!scOWorki

Network device FTP account info
acmlan

LiscOftpARCH

L!scOWorki

Servers:
Windows Server
acms3rv
W1scOvr3S

Linux Servers
L!scOvr3S

FTP Account information:
Public FTP User
acmpublic
ACMcpl123

Network device FTP account info
acmlan

LiscOftpARCH

L!scOWorki

SNMP Community Strings:
SNMP Community String Read Only
AKacmRe@dON!y
SNMP Community String Read Write
WR1t3RD@kacMmgnt
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Testing Documentation

Nicholas Bordo

Confirming full LAN Connectivity:
Test will be between acm-ftp-1 (172.24.64.27) and a test PC connected to the USER VLAN on the
2960 switch.

Pinging acm-ftp-1.tydrous.tv [172.24.64.27] with 32 bytes of data:
Reply from 172.24.64.27: bytes=32 time<ims TTL:=63
Reply from 172.24.64.27: bytes=32 time<ims TTL:=63
Reply from 172.24.64.27: bytes=32 time=1ms TTL=63
Reply from 172.24.64.27: bytes=32 time=1ms TTL:=63

Ping statistics for 172.24.64.27:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = Oms

C:\Users\Nick>ping 172.24.64.27

Pinging 172.24.64.27 with 32 bytes of data:
Reply from 172.24.64.27: bytes=32 time:=1ms
Reply from 172.24%.64.27: bytes=32 time<ims
Reply from 172.24.64.27: bytes=32 time=1ms
Reply from 172.24.84.27: bytes=32 time<lms

Ping statistics for 172.24.64.27:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = Oms

Test Client was able to ping FTP server with hosthame and IP address.
Test successful.
Confirming Internet Connectivity:

This test will verify that users have connection to the internet by performing a ping to Google.com from
a Windows 7 Computer on the USER VLAN.

:\Users\Nick>ping google.com

Pinging google.com [216.58.216.206] with 32 bytes of data:
216.58.216.206: bytes=32 time=33ms TTL=53
216.58.216.206: bytes=32 time=34ms TTL:=53
216.58.216.206: bytes=32 time=32ms TTL:=53

216.58.216.206: bytes=32 time=33ms TTL=53

.216.206:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 32ms, Maximum = 34ms, Average = 33ms

Client was able to resolve a domain name into an IP address on the internet and ping that web server.
Test successful.

Proper Operation of DHCP Server:
Tests to verify that clients are able to successfully obtain an IP address from the DHCP server
automatically.
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Output of the command:
sudo cat /var/lib/dhcp/dhcpd.leases

Server recognizes that a host has requested an IP address and the server has assigned an address.

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : tydrous.tu

Description : Realtek PCIe GBE Family Controller
Physical Address : B8-2E-5F-81-25-33

DHCP Enabled

Autoconfiguration Enabled

Link-local IPuvE Address : fe80::3028:12¢d:5759: 4ebd%13(Preferred)
IPvY4 Address : 172.20.32.21(Preferred)

Subnet Mask : 255.255.224.0

Lease Obtained : Wednesday, March 25, 2015 3:13:57 PH
Lease Expires : Wednesday, March 25, 2015 3:23:56 PM
Default Gateway : 172.20.32.1

DHCP Server : 172.24.84.23

DHCPue IAID : 285748831

DHCPug Client DUID : 00-91-08-01-1A-D4-E9-8F-08-2E-5F-81-25-33

DN3 Servers : 172.24.64.22
NetBIOS over Tecpip

Test client received an IP address, and all other relevant information such as default gateway and DNS
server from the DHCP Server.

Test successful.
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Proper operation of FTP Server:
Test will include verification that users are able to transfer files to and from the FTP server and that the
Cisco network devices are able to back up their configuration files to the FTP server.

A acm-ftp-1-public - acmpublic@acm-ftp-1 - FileZilla =& -

File Edit View Transfer Server Bookmarks Help

P EREEEAN Y
Host: | | Usememe: | | Password: | Enrt:l:| E|

Status: File transfer successful, transfermed 24,250 bytes in 1 second ~
Status: Starting download of /Public/FileZilla FTP Client/resources/xrc/dialogsarc
Status: File transfer successful, transferred 1,816 bytes in 1 second
Status: Starting download of /Public/FileZilla FTP Client/resources/xrc/ certificatexrc
Status: File transfer successful, transferred 141,231 bytes in 1 second
Status: File transfer successful, transferred 22,673 bytes in 1 second v
Local site: | C:\Users\Administrator\Documents\, v | Remote site: | /Public v
i E- | Documents ~ 5. Public ~
- g Downloads 2 AgelHD
- [ Favorites ? Baldur's Gate |l Enhanced Edition
# Links 2 Battlenet
Local Settings 2 Borderands
J Music 2 Counter-5trike Source
*| Mv Documents e 2. Nivekick h
Filename™ Filesize ~ Filetype Last modified Filename = Filesize ~Filetype La ~
Divekick File folder 32772015 230:18 .., Age2HD Filefolder  3/]
DNS Server File folder 3/25/20153:37:49 ... Baldur's Gate Il Enhanced Edition File folder 3
FileZilla FTP Clie... File folder 3/26/2015 6:35:06 ... Battle.net Filefolder  2/1=
LAN_Win8_64_P... File folder 2/8/2013 5:30:358 PM Borderlands File folder 3/
Wl My Music File folder Counter-Strike Source File folder 37
=My Pictures File folder Divekick File folder 21
B My Videos File folder Dota2 File folder 3
Operating Syste... File folder 2/8/2015 11:05:51 ... FileZilla FTP Client File folder 2/
TeamSpeak3 File folder 3/28/20156:35:34 ... Heroes of the Storm File folder 21
0 RemoteDeskt.. 3/28/20156:20:32.. KillingFloor Filefolder ~ 3/1
4 desktop.ini 402 Configuration ... 371472015 10:04:18... League of Legends File folder 2/
Left 4 Dead 2 File folder 3n
Minecraft File folder 3
Minimum File folder ElN
< n >
2 files and 9 directories, Total size: 402 bytes 25 directories
Server/Local file Direction Remote file Size Priority  Time ~

= acmpublic@acm-ftp-1
Ci\Users\Administrator\D... <<--  fPublic/TeamSpeak3/TeamSp... 30014480 Mormal  3/28/2015 63537 PM

C\Users\Administrator\D... <<--  fPublic/FileZilla FTP Client/un... 105,083 MNormal  3/28/2015 6:35:48 PM
C\Users\Administrator\D...  <<-- | /Public/FileZilla FTP Client/libwinpthread-1.dIl ‘ MNermal  3/28/2015 6:35:52 PM
Ci\Users\Administrator\D... <<-- /Public/FileZilla FTP Client/lib... 91,648 MNormal  3/28/2015 €:3%52 PM
C\Users\Administrator\D... <<--  fPublic/FileZilla FTP Client/lib... 832416 MNormal  3/28/2015 6:35:53 PM
C\Users\Administrator\D... <<--  fPublic/FileZilla FTP Client/fzs... 102,176 Normal  3/28/2015 £:35:33 PM
Ci\Users\Administrator\D... 2<-- (Public/FileZilla FTP Client/fzs... 39,200 Mormal  3/28/2015 €:3%53 PM v
Queued files Failed transfers | Successful transfers (725)
£]E8 Queue: empty oo
File was successfully downloaded from FTP server.

Server/Local file Direction Remote file Size Priority  Time ~
Ch\Users\AdministrateriD... —-n SPublic/LAN_Win8_&4_PROWin_19.1/APPS/PROSETDX/ .. 19,667 Mormal  3/28/2015 &:36:47 PM
Ch\Users\Administrator\D... R /Public/LAN_Win8_64_PROWin_19.1/APPS/PROSETDX/ ... 28,511 MNormal  3/28/2015 6:36:47 PM
Ch\Users\AdministrateriD... —-n SPublic/LAN_Win8_&4_PROWin_19.1/APPS/PROSETDX/ .. 64,848 Mormal  3/28/2015 6:36:47 PM
Ch\Users\AdministrateriD... —-n SPublic/LAN_Win8_&4_PROWin_19.1/APPS/PROSETDX/ .. 11,485 Mormal  3/28/2015 6:36:47 PM
Ch\Users\Administratori\D... e /Public/LAN_Win8_84_PROWin_19.1/APPS/PROSETDX/ ... 36,472 Mormal  3/28/2015 6:36:47 PM
Ch\Users\AdministrateriD... —-n SPublic/LAN_Win8_&4_PROWin_19.1/APPS/PROSETDX/ .. 153,400 Mormal  3/28/2015 &:36:47 PM
Ch\Users\AdministrateriD... —-n SPublic/LAN_Win8_&4_PROWin_19.1/APPS/PROSETDX/ .. 316,736 Mormal  3/28/2015 &:36:47 PM

W
Queued files Failed transfers | {Successful transfers (1049);
£ EE Queue: empty ee

File was successfully uploaded to FTP server.
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Every time the configuration is saved, the device backs up its configuration to the FTP server. The
exclamation point at the end of the “Writing” line signifies a successful FTP backup.

Test successful.

SNMP Trap Verification:
Verify that the SNMP Server is receiving SNMP Traps from devices on the network.

Mar 28, 2015 18:46 ED'

open info - Status - Reporis - Dashboards ~ Maps~ X admin -|

1582 Normal = = Mar 28, 2015 6:45:24 PME B acm-rir-2851. tydrous.tvE& B 192.168.132280
uei.cpennms.ergfinternallinkd/nodeLinkDiscoveryCompleted = £ Edit notifications for event

Linkd IpMetToMediaLinkDiscovery completed.

1581 Normal 22 Mar 28, 2015 6:45:21 PME B acm-rir-2851 tydrous.iv 2 2 192.168.132288

uei orgfinternalinkd/nodeLinkDiscoveryCompleted = H Edit ions for event

Linkd CdpLinksDiscovery completed

1580 Normal 515 Mar 28, 2015 6:45:19 PME B acm-rir-2851 tydrous tv 5 5 192.168.132288

uei orgfinternalinkd/nodeLinkDiscoveryCompleted = H Edit ions for event

Linkd BridgeLinkDiscovery completed

1579 Normal = & Mar 28, 2015 6:45:19 PME B acm-rtr-2851 tydrous tvE & 192.168.13228 8

uei. .org/inter ] inkDiscoveryCompleted = = Edit for event

Linkd IsisLinkDiscovery completed.

1578 Normal = = Mar 28, 2015 6:45:19 PME B acm-rir-2851.tydrous.tv 8 E 192.168.132.288

uei. .org/inter ] inkDiscoveryCompleted = = Edit for event

Linkd OspfLinkDiscovery completed.

SNMP server is receiving events from devices on the network successfully.
Test successful.

Verification that Syslog Server is receiving log files from devices:

Check that syslog server is receiving log messages from the devices on the network.
Output of the following command:

tail /var/log/remote-logs/acm-sw-2960.tydrous.tv.log

Syslog server is successfully receiving log messages from acm-sw-2960 and is storing them.
Test Successful.
NTP Clock Accuracy:

This test is to verify that the devices in the network are properly synchronizing with the internal NTP
server.

? r d), ) . e, =~ ig d
The Cisco switch has associated with the NTP server which is located at 172.24.64.24.
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=

Test Successful.

Verification of network Services:
Routing tables:

ip

ed,

om both routers. There is also a static route in each routing table directing

All subnets are reachable fr
traffic to the internet.

Routing is working as intended.
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Both routers can see one another as participating in GLBP. The Cisco 1841 router is the active
router for only the MANAMGEMENT VLAN. The Cisco 2851 is the active router for both the
Server and USER VLAN.

GLBP is operating as intended.

Both routers have each other an EIGRP neighbors.
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CI Do LlF

Both routers are receiving all the routes for the internal subnets.
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Project Weekly Journals

Nicholas Bordo
Name(s): Nicholas Bordo

Summary — Week ending:

Date Start End Description Total
Time Time Hours
1/26/2015 13:30 16:30 Connection and installation of networking devices. 3

| 1/28/2015 | 14:00 | 15:00 | Configuration of network devices |
1/30/2015 14:00 16:00  Research on FTP Server

AN |-

Total Hours This Week
Total Hours to Date

Journal Details (sample)
1/26/2015

e Made a network diagram and IP address scheme for the network with all currently known devices.
o Created a corresponding network diagram for all of the connections between devices.

e Racked network devices and connected then according to the network diagram created.

e Did basic configuration of devices

0 IP address assignment
VLAN creation

Point to point links

Port channel configuration

O O O o

Basic Security measures
= Secured console and VTY lines
» Added basic username and password for local authentication
1/28/2015
e Continued to work on network configuration
0 Added loopback interfaces to routers
0 Configured EIGRP routing between routers
0 Basic GLBP configuration for two routers
1/30/2015
e Researched how to install Ubuntu server using a USB flash drive.
0 Did a test installation using this method
® Researched installing the FTP service on Ubuntu and tested this method.
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Name(s): Nicholas Bordo

Summary — Week ending:

Date Start End Description Total
Time Time Hours
2/2/2015 12:30 17:30 Continued configuring network devices/Networking 5
Research
2/3/2015 19:00 22:00 FTP Server Research/configuration testing 3
2/4/2015 14:00 18:00 Research on FTP Server/configuration testing 4
2/5/2015 19:00 23:00 | Configuration Testing for ftp server 4
2/6/2015 12:00 18:00 | IP address redesign/FTP server OS install and Config 6
2/7/2015 12:00 16:00 Windows Server 2012 R2 install 4
Total Hours This Week 26
Total Hours to Date

Journal Details (sample)
2/2/2015

e Continued configuration of network devices and connected them to external network(residential
internet connection)

0 Raninto issue where devices were getting DHCP address that overlapped with one of the
subnets
0 Did research and troubleshooting on how to keep this issues from happening
2/3/2015
e Did additional research on how to configure vsftpd for virtual users
® Began testing configurations found during research on virtual machine installations of Ubuntu Server
14.04
0 Kept a clean VM instance to make iteration of methods quicker
e Ran through several options and test configurations
2/4/2015
e Continued testing and research of vsftp configurations with VM’s
® Created documentation for installing Ubuntu Server 14.04 using Virtual box
0 Took screen shots of installation process for document creation
2/5/2015
e Successfully configured vsftpd with the desired features
e Documented setups for configuration of vsftpd
e Consulted with Professor Kropff regarding issue discovered on 2/2/2015 regarding subnet overlap
0 Resulting conclusion:
* Due to the basic operation of Cisco routing absolutely mitigating this problem may not
be possible with current hardware inventory
= Redesign network subnet with uncommonly used subnets to best avoid subnet overlap
with host network
2/6/2015
o Redesigned all IP subnets with new less commonly used IP address ranges
0 Reconfigured network devices with new network ip addresses
e Installed Ubuntu Server 14.04 on dedicated server
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e Used documentation created on 2/5/2015 to install and configure vsftpd
e Configured network connectivity
0 Verified end to end connectivity from test host to ftp server

e Used test host to connect to FTP server
0 Successfully connected, but permissions configured on FTP server need to be modified
2/7/2015
e |Installed Windows Server 2012 R2 using Dreamspark download
0 Installed on second dedicated server
0 Raninto issues where network adapter was not detected by the driver installation software
e Researched solutions to network adapter problem
0 Found solution and applied the fix and installed the driver
0 Documented steps used to install driver on machine
e |Installed Hyper-V Role
0 Installed the Hyper-V role on machine
0 Documented steps taken to install Hyper-V
e Changed name of server to name designated in IP address documentation
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Name(s): Nicholas Bordo

Summary — Week ending:

Date Start End Description Total
Time Time Hours
2/9/2015 12:30 18:30 Com_pleted FTP Server setup/Device configuration for 6
Archive
2/10/2015 19:00 22:00 DHCP Server research and configuration 3
2/11/2015 14:00 18:00 Configuration/Testing of DHCP Server 4
2/12/2015 19:00 22:00 | Research on SNMP Server 3
2/13/2015 12:00 15:00 Installation of SNMP Server on Virtual Machine 3
2/15/2015 12:00 16:00 Configuration and research of network device SNMP 4
config
Total Hours This Week 23
Total Hours to Date

Journal Details (sample)
2/9/2015
e Completed the configuration of the FTP server.
0 Permissions issues were resolved and files are now able to be transferred in both directions.
0 Created user account for network devices to use for configuration backup.
0 Did test transfer of files.
e Setup configuration Archive on network device
0 Used the archive feature combined with Kron to schedule regular configuration backups to FTP
server.

0 Tested this backup method on all devices to verify operation.

2/10/2015

® Began research on DHCP server configuration
0 Research the configuration files for dhcp3-server and isc-dhcp-server
0 Used isc-dhcp-server for DHCP server
0 Began testing configurations.

2/11/2015

e Continued to test DHCP server configurations
0 Successfully configured DHCP configuration
0 Tested DHCP server by connecting test PC to network
0 Successfully obtained IP address from server.

2/12/2015

e Researched SNMP Server configuration.
0 Looked through documentation of OpenNMS for installation.

2/13/2015

e Test installation
0 Tested installation process on a virtual machine
0 Did a clean installation on Hyper-v Virtual machine

168



=  Will be used to test out configuration of monitoring process with network devices.

2/15/2015

e Network device SNMP Configuration
0 Tested methods for adding devices for network monitoring
e Continued research for adding network devices and servers to monitoring software.
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Name(s): Nicholas Bordo
Summary — Week ending:

Date Start End Description Total
Time Time Hours
2/16/2015 12:30 | 17:30 Rese_arch/test of DNS server and Research for SNMP 5
config
2/17/2015 19:00 | 22:00 | SNMP server setup research 3
2/22/2015 12:00 | 16:00 | Configuration of SNMP server GUI 4
Total Hours This Week 12

Total Hours to Date

Journal Details (sample)
2/16/2015

® Researched DNS Server setup

0 Tested various configurations on test VMs

e Researched proper configuration of SNMP on network devices and servers
0 Looked for examples of cisco SNMP config
0 Looked for examples of Linux server SNMP config

2/17/2015

® Researched setup of OpenNMS server GUI for SNMP capable devices.

0 How to added SNMP functionality to monitored devices in addition to ICMP and SSH monitoring.

2/22/2015

e Applied and tested some configurations of SNMP devices on server
0 Applied test SNMP configurations to network devices.
0 Verified test configuration was sending data to SNMP server.
0 Tested various functions of SNMP monitored devices
0 Explored other functionality of OpenNMS
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Name(s): Nicholas Bordo
Summary — Week ending:

Date Start End Description Total
Time Time Hours
2/23/2015 12:30 15:30 | Worked on documentation of project 3
2/28/2015 12:00 21:00 Networking to internet, DNS Server setup and testing 9
3/1/2015 12:00 19:00 DNS Server continued, NTP Server setup and testing 7
Total Hours This Week 19
Total Hours to Date

Journal Details (sample)
2/23/2015
0 Worked on getting information for project more organized.
= Complied some screen shots of server installations.
» Created some documents for server setup.

2/28/2015

0 Worked on getting network connected to the internet.
= Hooked up one of the routers to an internet connection.
® Raninto some issues being able to ping out of the network to the internet
0 Trouble shot that issue and partially resolved it. Still having some
latency issues.
0 Will have to revisit this.
* Began work on DNS server.
e |Installed Bind9 and did an initial test configuration
® Got service running and resolving internal IPs to hostnames
e Also able to forward queries to internet DNS servers and return the proper
results.

3/1/2015

0 Continued work on DNS server
» Configured clients, servers, and network devices to properly use the internal DNS server.
*  Finished adding additional hostnames to the DNS reverse lookup database
0 Began work on NTP server
» Researched setup process for NTP
* Did test installation
»  Successfully peered NTP server with internet NTP time sources
* Configured clients, servers, and network devices to use internal NTP server.
0 Documented steps for DNS and NTP server setup
* Took screen shots and made notes of problems during the installation process.
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Name(s): Nicholas Bordo
Summary — Week ending:

Date Start End Description Total
Time Time Hours
3/2/2015 13:00 20:00 Trogbleshooting Network issues & documentation of 7
project
3/4/2015 17:00 19:00 Worked on documentation 2
Total Hours This Week 9
Total Hours to Date

Journal Details (sample)

3/2/2015
0 Trouble shot networking issue
=  Was unable to receive any kind of consistent connection to the internet. Every other
ping timed out while one would successfully reach its destination.
® Root cause of the issue was a problem with the routing in the network
configuration.

0 Cisco devices that receive an IP address via DHCP apparently also place
the DHCP default gateway information in their routing table making that
route the default of all traffic much like most home routers do.

0 Since this operation was the overall goal of the project this behavior is
not an issue, however when creating the network configuration this
knowledge was unknown to me. When | place a static default route on
the routers this information was being confused with the DHCP default
route causing every other packet to be lost because of equal cost load
balancing.

e Solution was to remove statically configured default gateway
0 Once the static default route was removed all connection issues were
resolved.
0 Worked on documentation for DNS server configuration
» Created some of the documentation on how to configure Bind9
* Took screen shots on the DNS server VM.
3/4/2015

e Continued work on DNS server documentation and started on the NTP server documentation
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Name(s): Nicholas Bordo
Summary — Week ending:

Date Start End Description Total
Time Time Hours
3/105/201 19:00 4:00 Troubleshooting slow DNS query response 9
3/125/201 19:00 2:00 Troubleshooting DNS reverse lookup 7
3/135/201 16:00 50:00 Worked on DNS cleanup and documentation 4
3/145/201 50:00 23:00 Testing 5
3/155/201 12:00 18:00 Testing and documentation 6
Total Hours This Week 28
Total Hours to Date

Journal Details
3/10/2015

e Trouble shot DNS issue
0 Had a problem with DNS queries taking much longer than they should. So long so that web

pages would timeout when first trying to load them.

» Issue was caused by a miss configuration of the DNS spoofing feature on the Cisco
routers. Internal DNS server pointed to those routers as their first DNS server and those
servers were then pointing back to the internal DNS server. This caused a loop until the
request timed out and another DNS server was utilized.

» Solution: Removed the DNS spoofing feature from the routers and the statement
pointing the internal DNS server to the routers as DNS servers. This Spoofing feature
was needed up until the point when the internal DNS server was configured

3/12/2015
® Trouble shot reverse lookup issue.
0 Was having issue where reverse lookup would return no results and say that IP address could
not be found.

» Was able to find the solution to my problems on the internet after a large amount of
searching and testing. It was caused by a formatting issue in the reverse lookup zone
file.

3/13/2015
e DNSCleanup
0 Got the Remaining of the subnets functional in DNS for both forward and reverse lookup.
e Continued to work on the documentation for the DNS server
3/14/2015
e Tested internet connection redundancy
0 Made some alterations to the GLBP configuration and tested its resilience to losing one devices
internet connection and the loss of a device completely.

3/15/2015

0 Worked on documentation for network configuration and server configurations.
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Name(s): Nicholas Bordo

Summary — Week ending:

Date Start End Description Total
Time Time Hours
3/165/201 19:00 92:00 Worked on documentation and testing 3
Total Hours This Week 3
Total Hours to Date

Journal Details (sample)

3/16/2015

e Worked on documentation for binder.

0 Took screenshots of configuration files
0 Worote outline of binder.

e Did testing of network.

0 Tested DNS for proper operation.

0 Tested network configuration

Reviewed configurations of network devices
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Name(s): Nicholas Bordo

Summary — Week ending:

Date Start End Description Total

Time Time Hours
3/23/2015 12:00 20:00 | Worked on documentation and binder 8
3/24/2015 17:00 23:00 | Worked on documentation and binder 6
3/25/2015 12:00 22:00 | Worked on documentation and binder 10
3/26/2015 15:00 22:00 | Worked on documentation and binder 7
3/27/2015 10:00 20:00 | Worked on documentation and binder 10
3/28/2015 11:00 20:00 | Worked on documentation and binder 9
3/29/2015 12:00 21:00 | Worked on documentation and binder 9
Total Hours This Week 59

Total Hours to Date
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